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A study on manipulation detection of Exif GPS information in photographic
files

Sung Jin Hong

Interdisciplinary Program of Information Security, The Graduate School,

Pukyong National University

Abstract

Recently, several manufacturers —offer ‘cameras and
smartphones with a built—in GPS . (Global Positioning System)
receiver. GPS on smartphones 1S no longer an emerging trend.
It" is almost a must—have feature nowadays. A picture can be
tied to' a geographer location, through GPS function so we can
identify ' the ' position of the photographer. The location
information of a picture can be important clues in solving
crimes In terms. of digital forensics perspective. In this thesis
We introduce several-types of ndentifying schemes which detect
the similarity between-two files. Moreover, we analyze the file
attribute structures to obtain time and geographic information in
file systems.

In the end, we propose a method to detect similar files
which include the different GPS information based on LBS and
manipulation of Exif GPS information in photographic files. The
proposed scheme can be applied to provide some clues to

solve civil and criminal cases.
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2.2 Exif(EXchangable Image File format)
2.2.1 Exif . X9 o|&?

Exif Format&  I2AZIRSH 3] JEIDA)OlA st
Format® 24 19959 Exif verl.02 AlFo & 20039 Exif ver
2.21 7HA Jie Adeolnt. ofm Aol AUl (thumbnail)  ©] 7] A,
GPS A, A7} dH, 29874 dr 5 AZT F o JPEG,
TIFF 6.0, RIFF, WAV 3¢ Formatel #€2 4 9lth. tx €7}
2te] 7% JPEG, TIFF 6.0 ¥ o=z g F$ Exif HoleE A

qe sl (3]



2.2.2 Exif IAFZX

Exif Format:= APP1 m}A 9] dloJg] delo] AFglE o] it A
& (Thumnail) ©]"]#] JPEG Format®. = FA% o glor=z g o
A gk w7 A = SOIvEA R AJ#s| A EOIMFA = 2y vk Exif
Format2] A]#Ql Exif Headeri= 4bytes® '45 78 69 66' &, oFX~
7] =2 'E x i folth Exif XMW 2= <I¥ 2>9F &t} [4]

2.2.2.1 TIFF Header

TIFF Headeri= <X 1>¥ #9o] Exif H|©]E7} Intel %2 (Big
Endian) &2 A% E& A9 0x4949'2 X o]l e, Motorola H
2l (Little Endian) 2.2 2ol & Ao+ '0x4d4d' 2 HoJQlT}.

<# 1> Exif toldelJ| S Al

gtolH el DIl ekal TAG_Mark Oth IFD JtXI2| offset
(2bytes) (2bytes) (4bytes)
[1(0x4949) 0x002a (28HE 22 0x00000008)
MM(0x4d4d) 0x002a (28HE 22 0x00000008)

1 HZE TAG Marke 0th IFD7FA 9] offseto] W= Qich K
% TIFF Header v}E %ol 1st IFD7}F W= F% 2 Ho] 9Jov g
Oth IFD+ 'II' 52 'MM'el|A] HE 8ujo]E H oAl A|ZstA €t}



gaste] Ik 0= offsetd 0x00000008¢] 7191 ¥ T,

2.2.2.2 IFD(Image File Directory) ¥ +%

I[FD&F o] Ao tfst ARE 7St 4T B2

Exif Formatel# IFDY YL Oth IFD$ Exif IFD 783 1st IFD
7HA 27 FAE ] Q. Oth IFDE= Qo] x| w3t 713 A w7}
Z1AE el omExif IFDol= MEAYE, =EAZ 5 A& o]u]A]
of thgt Bk ApAISH JRE F3 om 1st IFDOl= AUl o]ul~]
o digh ARE 7|Eetm Qlth.§ 4# e IFDE (HHEEF JdEEF
(Directory Entry)& TFAEHo] glom 1719 ¢HEZ dEZ=
12bytesS ©|&3te] HolHE A&} Oth IFD$} Exif IFD, 18]l
Ist IFD\ HE3F 9} L FEE O|F0)4 Slon, 7z} IED 3% ¢
dEg AEZS FTHE 44 2o

2.2.3 Exif ¥W] AFE F &= FAR

Exif Formatel] &4¢E 4 3= AKX = 0th IFDO] A9+ 327}
A, EXIF IFDY A% 577}4], 1st IFDY A%+ 32714 & ¢F 120
of 7kA9] AR7F AdE 5 v o] T uXAYE Al AN F

—a- b =]
93 GPS AKX 9 A AR 7} EXIF Formatol 7] 2500 gt}



TIFF Header

Oth IFD for ImageWidth
Prnmary Image
Data
StripOffsets
Exif IFD Pointer
GPS IFD Pointer
Next IFD Pointer
- Value of Oth IFD ____
ExifIFD Exif Version <
(Exif Private Tag)
DateTimeDigitized
. Value of Exif IFD ___
GPS IFD GPS Version
(GPS Info Tag)
.--. Value of GPS IFD ....
> 1st IFD for ImageWidth
Thumbnail Data
StripOffsets
... Value of 1st IFD ...
Thumbnail Data <
Primary Image Strip 1 <
Data Strip 2
StripL
<Jg 2> Exif 28 FXE
<H 2> GPSiInfo Ef1]
e ope wage | 20| g
00 GPSVersionID BYTE 4 GPS version
01 GPSLatitudeRef ASCII 2 N(EZ), S(&X)
02 GPSLatitude RATIONAL 3 A=
03 GPSLongitudeRef ASCII 2 E(EXE), WA Z)
04 GPSLongitude RATIONAL 3 a4
05 GPSAltitudeRef BYTE 1 DEQF o= 2t
06 GPSAltitude RATIONAL 1 e




07 GPSTimeStamp RATIONAL 3 %E((ﬁlle_%g}\l)i Bl SR
08 GPSSatellites ASCII Lo SO A=E 24

09 GPSStatus ASCII 2 20 ALEE GPS £=4&10|2] AEH
Oa GPSMeasureMode ASCII 2 GPS £& 2C&

Ob GPSDOP RATIONAL 1 GPS OOIEHS E&%

Oc GPSSpeedRef ASCII 2 GPS ==41J] S0 28 S

od GPSSpeed RATIONAL 1 GPS =¢41J|9 £&

Oe GPSTrackRef ASCII 2 GPS ==410] &&0 28 B

of GPSTrack RATIONAL 1 GPS ==410|9| gfgt

10 GPSImgDirectionRef ASCII 2 LIALMISl et 28t £

11 GPSImgDirection RATIONAL 4 OIALRISl 2 at

12 GPSMapDatum ASCII o NEEA X0 28 32

13 GPSDestLatitudeRef AScCll 2 N(EZE), S(EZX)

14 GPSDestLatitude RATIONAL 3 SE NFo 2

15 GPSDestLongitudeRef#| ASCII 2 E(SZ), WNZ

16 GPSDestLongitude RATIONAL 3 =2 B ET

17 GPSDestBearingRef ASCII 2 SH XI&EQ Bearinglfl 25t 25

18 GPSDestBearing RATIONAL 1 SE XI&<Q Bearing

19 GPSDestDistanceRef ASCII 2 SH NEMNKS AHelo 28 25
1a GPSDestDistance RATIONAL 1 =2 X&KL AHel

1b SPSPWCGSSi”gMetm UNDEFINED | 22 | HaIS=ol AgE g

1c GPSArealnformation UNDEFINED | =2t GPS Arealil 2tgt &

1d GPSDataStamp ASCII 11 TFDE((QI?Q!?%%M)E HEE ePsEE
1e GPSDifferential SHORT 1 ";;S()]ll_)?_ifferential Correction"J| = 2|

s AALRZH T3

2.2.4 Exif 9 GPS $A AR

GPS® 33 o]79

Sl LAl oA A
o}, duld o GPS ARE

ECOROZME S8 ket 4% 12E o

she

37vE A
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Exif formatell#l= 0.001% zto|74A] 7158 F QUES b
%, GPS Aul7b @4k glo] dAle] AAE d&s] SHT 5 Ak
7Hgetd oF 3.7AEWE Y] wAs AR AtolE A |l
At wEbA GPS AR OE L oju|Xe Al AL dlY
of EAFIS THY & AUA #Ho}k. Exif formatellX= 30714 ¢
I g E3lo] GPS A HE vheEbTH

<3 2>8F ol 3071 ¢ B-E o] &3t GPS ARE 7|H3Ha
W, Exif AREHAFE Y i E21,.2, 3, 4, 7, 16, 179
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9
o
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%0
v
a

0000DO0OFF D8 FF E1 27 43 45 78 69 66 00 00 |y@a’CExif - -
00000124D, 4D 00 23 00 OO0 00 08 00 OB 0L OF (MM % - - -
000002400 02 00 0000 06 0D 0O 00 92 01 10 |-y - =/ -

DDDﬂGSEUU 0200 00 OD 0% OD OO OD 98 0112 (-*-** Gl
UUUU&&QUU @3.00 00 0D 01 OD 06 OO OO OX 1A R
000006006, 05 G0 00800 01 00 00 D0g#AZ" O1VdR p* = 2o 22 n G-

oooooO72¢ 0D A

ooooosa{ GPSInfo Tags Offset § oo of GP Sinfo TagiD :

0000096 b 00 0x8825 Lo
0000108 | 00 Bisss—— L
oooo12000%D B 00 00 87 GOgRT- - ---- i
000013200 04 00 00 OO 00 00 CC [SEEGEH |-~ is
000014400 04 00 00 00 O1 00 OO 02 3E 00 00 [r-+v-v-r- oo
DO0D15602 CB 41 70 70 6C &5 00 69 50 &8 &F |-EApple 'iPho
DD001686E 65 20 34 0D 00 OO OO OO0 48 00 OD ne 4+ H:*
000018000 01 00 OO0 DD 48 OD OO0 OO O1 34 2E |- - - H----4.

000015232 2E 31 00 32 30 31 31 3A 30 32 3A |2.1-2011:02:
000020430 38 20 31 37 3A 34 36 3A 35 31 00 08 17:46:51"
000021600 17 82 9A 0D 05 O0 OO OD 01 OO OO |--, &~ -"-

<18 3> Exif &2 LH GPSInfo EiZ] ID2 Offset & &
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Po0 05 32 30 [---------- 20
31 37 3A (11:02:08 17: |

0x0002 GP SLatitude QL Sl Shc 3016 51 201150
0x0003 GPSLongitudeRef 22 36 32 35 |2:08 17:46:5
0x0004 GPSLongitude P4 E2 00 00 |1-------> =5

0x0007 GPSTime Stamp  §0C 4D 00 00 [ == - rj M- -
o2 Bs [l o5 (----- c-»-, B

0000504 0DE
00005163
0D0D0528 34
000054032
0oDOsS523
000056410

PS5 TaglD
0x0001 GPSLatitudeRef

000058 00 02 |4E 00 00 00 N HN---
000060 00 OO0 OO 03,00 OO0 02 &0 |- -+ -+~ e
000061 02 00 00 OO fassporooon E- - E---
000062 00 02 98 |~-- v =-=-=-"
000063601 i oo 00O 02 BO |- o
000064800 0O 00 DO OO D1 [------- g
000066000 00 00 00 00 00 (---.---d----
000067200 OO0 OO0 OO0 OO0 O1 |-

SO0 00 00 00 |--%---d----

000068400 00
uuoosgjuu 0o 00 DD DD D1 [*+xsssesenes
000070800 0O _ g S g
000072000 0O : ;
000073200 01
000074400 01
000075600 D1
000076800 DT
000078000 01

000079200 01
000080400 48

<& 4> GPS AXEE

: 0x23, 0x042E (35.178333) N

35 deg 10" 42" N
ongitude : 0x&1, 0x01BE (129.074333) E
129 deg 4' 42" E

00 DD 00 01 OO OO OO 48 OD- 00 (FH* -5 - - -

2.2.5 Exif A2+ AR

BE 3de] A EE Ao Yi7h ohd etE| oo 7] 53t
ok st gAdAAEEEEo A LA A AP RS 22T 5 9
t}. 79d Exif Format® 7% <% 3>¥ o] Exif Format W)l
AAGRE 758t Qlo] &Y AIFE WA AESAZEA ddo] %
AE A A= o} AGHAL] B0l Ve I =S FFS WA

= [e) e 2=
B FIANAE 54 5 Stk

b4

d

L |
w
| —
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(MD5, SHA1

1
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20

20

20
1:101-/\1

=P

Bl =EtHe
ASCII
ASCII
ASCII

A% Bl

S

DateTime
DateTimeDigitized

DateTimeOriginal

2.3.1  Traditional Cryptographic Hash

HARZARA WA A

3> Exif Al

Eia
ID
132

9003

9004

<H

Fow ook T o o ok W
w = RO M & ~x T B
o oo T o
B oW TP o T
ol 2w B R Y
B mAu = U o0 ok
-
=X /2 W oW g m
jmi ‘.__AE "o j.l
oo Mo Joo b
" M nl = % " ™
oM ey oF ~ o
By woe D B o
Pl ™ o = G
L M
o B
Ao O S
& ¢ LFE M o«
) BT B
W0 v Ao N w
of @w oy W o ﬂml_ B =
O o)
i M N )
Q % ﬂ,ﬂ X oT.c A.t M
oo X g
MSE w9 T oy o
wn.m = W o B N
o <
Ay oy T oF
ﬂj@l‘_ — o pp ® _ Mﬂo )
B2 w owour &3
o N Ao g o B an
. T B oH N
T "% O M T E v
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Traditional hashing is wsed to validate media, to locate exact duplicate
files, alert us to known files of interest, or let us skip files that are
known to not contain evidence.  Altering a single bit of data will
radically alter the hash. There is no way a cryptographic hash by itself
can show wi asociations with files that may have had even small
alterations of their data,

Traditional hashing is wsed to validate media, to locate exact duplicate
files, alert us to known files of interest, or let us skip files that are
known to not contain evidence.  Altering a single bit of data will
radically alter the hash. There is no way a cryptographic hash by itself
can show us aediations with files that may have had even small
alterations of their daLI

a1 ny:2
1 MD5 s+ 3 d53903834a71e83b2al af44825c5a698
2 MD5 all 42 3dA60618c720c 85062954271 2547230
<2 5> MD5 all#gt dl1
2.3.2 Piecewise hashing
Piecewise 34 &agls> sk I AA o] dfst s ks AAk
X fa dAA7] GfE et 2 &9 EFo ik si4wk

© 0015a7bbled13650H795108bfcalee
: §d9e3e53e25f0b7h0de 55ab9fad90c 17
D 823d51512036a109913287al decchdf2

<% 6> Piecwise 4]

_13_



2.3.3 CTPH(Context Triggered Piecewise
Hash)

Piecewise all412] 3% #L9 oj= 3t RO T3 E= WY o]
dojupd 1 o]F W&o Tt st E59] AV B
A7) wZel B slalgke]l gebd 9d o] fAMde EEE Wl AE
o g FAdsd. EHAA dagsS olYd EAlE B
leto] N Hol= AW F (context) E VIEOE
Heo] A47be FEE d9of vhxg Z upo]Eo-tigt sfigke F st
o A A4 (checksum) H°|HE WEA HA FAEES Hlud =+ 3l
U= Aol #A (elA n7l w58 +A} (character)= 711 9+
of vt Zhge uf i RAL] Hlo|EE p = ®dE F vk IHE
2 AA| RS (D, b)SE FAT F Qlth /1Y 3ol
A 499 p ARE IES
M Aden. wirg =
s otk [8]

o e
i
o
o
by,
)
rlo
=
N
%)

&L
=
o

m

i
o
1o

S8 r e neg g w40 ud

v, =F(b, b, 1,b, 5,....., b, o)
1)
oA FolA ,=RE b5, o JFL AAR] A X(b, )
o b8 8= HE Y(b, Jo AEToEAN F2(2),03)H} &
o v, 8 Akl FPaaict,
¥ pi1=7,—X(b, )+ ¥(b,, )
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Ypt1— F(bp+1 bybyq,. ,b(p—s)ﬂ)
(3)

Aol JEE 3% gol AEEw & 5 Ak oF Hof Age
BATEE olZo] Hob Eol AL Wit o e AERFE 7}
Ax ek mE-Ee) Fukshl HW B 32 AREA £49

g7o) g B AEENE A B DelstelN e <
Exv) WA ARSI ABRS) WA g 2 ApolH e
Al AE LE JUFE SFFE 20 Bobsay) M 5%
of SIS AN | Fake Bl AMRELE YuALEAAE B
o Wge B gu Gt goly] Wi BE X 83 YA
Sl AL Aok, AHAAGNN Tl fAAY E By 4
¥ gig._[10]

=

2.4 3L ANTEE AZAA

= Aold= GPS AAGE FAV]so] BAE tAE7 e A
FEZAA #F8 ARIE AR AFEC &4 AAZEE =4
A5 788k fEldetel A tiRE e AWk ARgAEo] wholaw
LE A= ZFAANA ARGshE SAAAF M o] vt o) A

=]
e

= b

[K
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Juo thalA Lofth

<X 4> FAT32 W2 AIAE Directory Entry %

Offset Description

0-10 Short name (8+3) for file/folder

11 File attribute (Read only, directory, System file, and so on)
12 Reserved
13 Millisecond time for file creation

14 - 15 File creation time

16 - 17 File creation date

18 - 19 File access date

20 - 21 High 16-bit cluster number

22 - 23 File modification time

24 - 25 File’ modification date

26 - 127 16-bit cluster number

28 - 31 File size in bytes

2.4.1 FAT32 A A A" Directory Entrys A]7F
AH

FAT32 A A"olA 3] AZHE ¥ = Directory Entrye°l
ARG <SR 4>eF 2 TR gl SR G0l AEH <9
7> Zo] Y HITYAFEE A REIE glo] I FRuE A
ok [11]
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File Record

Cluster
350299

E«li®An~1.JPG

Redossesol
RS S S

78 90 81
10 00 00 |p>0>- Hpsy -« - -
® 00 38 AC CO [AM?E?27 800

3 00 00 FF FF ?'..j.P.g.....
iI:1|C8 AB BC BA C1 F8 7E 31 4A 50 47 3
ikJi6A 3D 8D 3E 05 00 6B 87 6A 3D 5B 58
19245 70 00 00 00 FF FF FF FF FF FF OF 00 7A FF FF Ep' '
208FF FF FF FF FF FF FF FF FF FF 00 00 FF FF FF FF

22404 TE OO0 €6 QN T9 00 70 00 90 00 OF OO0 A 24 00 sxy g ey vmp s v vy ] v

<& 7> FAT32 I AIAE Directory Entry AI2ZFAE 24 Al

2.4.2 NTFS 3AA|AE MET Entry®] AR

NTFS ZdAAReA 3t o AREEE = MFT Entryel + 714
443 (STANDARD_INFORMATION¥ FILE_NAME) A X AJ7to]
A% =d FILELINAME £$A4 9] A7 K= gels s o) o5&
H7 st uf STANDARD-INFORMATION A9 A7 R
of AFE <& 5, 6>F F F2E Y ANEAS LS Y1
=0l A7 = o nem, <149 8>3} 3ol
STANDARD_INFORMATION AJZFE R 7} BEA o] AlgatE5o] 3
o] AR &l 7hed FRE Hoyxv, FILE_NAME 449
AR = <O 9>8)F o] BA kel & ¢ glow Ak ARgArEo]

FGAAANA AFets FRE AT F= glok [11][12]
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<H 5> NTFS I AIAE MFT STANDARD_INFORMATION =4 =X

Offset Size oS Description
~ ~ Standard Attribute Header

0x00 8 C Time - File Creation

0x08 8 A Time - File Altered

0x10 8 M Time - MFT Changed

0x18 8 R Time - File Read

0x20 4 DOS File Permissions

0x24 4 Maximum Number_of Versions

0x28 4 Version Number

0x2C 4 Class Id

0x30 4 2K Owner Id

0x34 4 2K Security Id

0x38 8 2K Quota Charged

0x40 8 2K Update Sequence Number (USN)

12052550400
12052992046
12052983607
12052555200
12052956810
12052998400
12053000043
1205300161
12053003220
12053004800 00
12053006450 36
12053008000 00
12053009601 C3
12053011278 6&F

MFT Entry $STANDARD_INFORMATION
ZH HEE oY Al2AE R

<J= 8> NTFS IIZAIAE! MFT STANDARD INFORMATION =4 AIFEE &AL
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<H 6> NTFS IILAIAE MFT FILE_NAME 4 X

Offset Size Description
~ ~ Standard Attribute Header

0x00 8 File reference to the parent directory.

0x08 8 C Time - File Creation

0x10 8 A Time - File Altered

0x18 8 M Time - MFT Changed

0x20 8 R Time - File Read

0x28 8 Allocated size of the file

0x30 8 Real size of the file

0x38 4 Flags,e.g.Directory,compressed,hidden

0x3c 4 Used by EAs and Reparse

0x40 1 Filename length in characters (L)

0x41 1 Filename namespace

0x42 2L File. name in Unicode (not null terminated)

[=] Text @Hex t;JDOC &tﬂTranscript = picture [

12053006450
12053008000
12053009601

12053012820
120530144D0

12053017633
12053019240

120530112¢:}

12052995200 00 OO 00 OO0 OO OO OO O6
12052596810 00 47 11 00 00 OO0 OO 10
12052558400 00 OD OO0 OO OO OO

1205301600C 03

48

oo
oo
oo
01

<8 9> NTFS

cdl

WS AIAE MFT FILE_NAME =4
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. AR Y Exif GPSH R ZZHbd

= Ao A= AR el AgE o] 3l Exif GPSHREE 248k
el wiske] sl

3.1 Exif A ZR &

# HeA= iPhonedr AuLE Eoj A & st ALzlat Y o] Exif FJK
£ Two PilotsitollAl A28k Exif Pilot Z2 73S &g3ale] #2435}
3 ZZFE= w3 X—Ways Software Technologyiit ol A #] 23k
WinHex3X 2 138 & &85l Z&e= WS AUkt

3.1.1 Exif ¥ T2738L F43 AXNAFH ZF
AbA st o] Exif ARE BRSE ETES o8 A7 vt 9
o] QEYS E& &4A T 4 Y A maF hwste] Frut

AA AFEE $ ok <29 10, 11> Exif Pilot T2 739] Exif

AR Z37|eS &8ste] AANFRE glsta HAAE A =44

<7138 12, 13> Exif Pilot &2 1#9] Exif HA7]5S &85

of fIARRE 8% & AFsta, #dd Hde FY AAE AL
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 File View Edit EXIF/IPTC Import/Export Tools Help  Plugins
FileName | FocaILengih| ExposureTl'me| Aper!ure|

=/MG_0281 1P6 3gsmm 13909 sec fiadl e
=lIMG_0282P6 385mm  1/5169 sec oa |l e

|EIme_o283.P6 3.85 mm 1/5169 sec 24
[=IMG_0286.JPG 385 mm 1/3142 sec 24

h quG (old-style]
721
72"
inches
) h
EdUEXFAPTE. |

Image Viewer

EXIF Information

Ttem
Sharpness

Mormal

Altitude Reference

Sea level

Altitude

23087

GPS time (atomic clock)

[6. 50, 2742]

Reference for direction of

im...; True direction




File View Edit EXIE]
FileName

e

=/ IMG_0281 PG

IMG_0282 PG B General BUF GPS | prc cenera |
= IMG_0283 PG
= IMG_0286.JPG LattudeRef  yortn attude 5

Latitude |35?10‘780000'

LongitudeRef

Longitude |1297a410000'

AltitudeRef

Above sea level

" Degrees/Minutes/Seconds

Altitude

|35

Time Stamp

% Gps Coordinates

10 i |46‘S

i

Ready

Image Viewer

EXTF Infarmation

Itern
Sharpness.

WValue
Marmal

Altitude Reference

Sea level

Altitude

23087

GPS time (atomic clock)

16, 50, 9743]

Reference for direction of im...

True direction

Direction of Image

80.52

Copyright EviGator Digital Forensics 2010

Latitude

3517017

Longitude

1291257

<18 13> /AXNEEI &= At
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3.1.2 WinHex T2 &% AXFR =&

AR T o] Exif GPS XA R gl 719 #AFEE WinHex ==
IS ol g3ty AP =4 4 Qlvh ¢ Exife] +FERE g
olo} 7} FHo|tl <19 14>+ GPS ¢ - A% ARXRE WinHex

2a9e ol gdtel £k 1ot

32

[H

IV. AZ34Y Exif GPSAH ZXZro]H
ot
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Offset B s 52 3 95 B S 8 ‘990 11

ooooos40 38 00 00 OO DF 80 00 OO0 12 BB OO 00 8...30...%..
oooooss5z 12 ED 00 OO 07 FE OO0 OO 0O 4D 00 0O .i...7...M..
ooooose4 00 14 00 09 00 01 00 02 00 00 0O 02 ....vevan.n
ooooos7e  4E 00 00 OO 00 0Oz 00 OS5 00 00 00 O3 M...........
ooooosss 00 0O 02 92 00 O
0ooooe00 45 00 00 OO 0O O
oooo0eplz |00 OO OZ2 B4 OO O . ........
oooooez4 00 0O 00O OO 0O O . e o e
ooooog3e 00 00 02 CC 00 OF ? B 11—

GPS EE3EYR

oooooes4s 00 00O 0OZ D4 00 10 00 02 (] S
0ooooe60 54 00 OO0 OO OO0 11 0O OS5 0001 T.o.o.o.eenn...
oooooe72 OO0 0O 02 EC 00 OO OO OO0 e 2o e e #
oooooez4 OO0 OO OO O1 OO OO 04 36 OO0 00 OO 64 ....... B...d
0o000e%s OO0 00 OO OO OO OO0 OO0 O1 OO0 OO0 OO0 81 ............
gooooyos 00 00O OO0 O1 OO OO0 O3 45 0O OO0 OO B4 ....... TEych. aiish
gooooyzo 00 0O OO0 OO OO OO0 OO O1 00 00 88 2E  .......... 1.
gooooysz 00 00 00 9% 00 OO0 00 O 0O OO0 OO O ...0........
ooooo¥44 00 00 00 32 00000001 00 00 OA BE | ...2....... L |
oooooYss 00 0000 01 00 00O 72 CF- 0060 01 6D ...... rI...m

oooooyYes 00 06 01 O3 00 O3 00 OO 00 01 0006 ..ovevevannn
| goooo7s0- 00 00 01 1A 0005 0000 00 01 00 00% .o.ovevevannn.
| 00000792 03 42 01 15 00 05 00 00 00 01 00 00 B

<" 14> WinHex 22 1&#S 0|28 AAXEE L&

4.1 3 FAM Aol oot

£} elutol®, FBE A AN S ALelel GPS 917

Aust 2A4E A 2] ool $4 AR AdTde b

< Beshr] fs A fFAMY A
ATFE, 2 A= CTPH(Context Triggered Piecewise



Hash) 7]Ho] +d¥ %7 (Ssdeep 2.6)E &g LA7} AMESH
A G A G A e A GPS ARG R 22E A3 FAETE 2 T

Ag Mste] <17 1659 Zo| AAETL B el wEvhw

oSt <1¥ 16> 2ol AR A b5yl Ytk F, GPS ¢
q9Rrt 248 shels ARRA] ANYRE vwste] EHolrS
BHE YL Zlolth w, AR salo] wolgls Ffol ettt
Aol ghek.

Wiphone images>Ssdeep —p *.%*
t¥iphone imagesWIMG_B281 .JPG matches C:Wiphone imagesi

t#iphone imagesWIMG_8281_edited.JPG matches G:Wiphone :

Wiphone images>>

<18 15> e RAld 88 £+ E 0|8

o
10
=
_\:':_I
ne
o
&l
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B rone (SN Wnoa | | acmed | omwed | wmen
u0s Fle Extents i0 ] 547 @ IMG_0278.1PG 20110509 10:24:01  2011-0509 10:24:01  2011-04-08 08:17:54
é-.gﬁ ENECER E D 548 QIMG 0280.PG 2011-05-09 10:24:01  2011-05-09 10:2401  2011-04-09 15:49:37
[ 20110220 E 549 | [ MG_D281.1G 2011-05-09 10:24:01  2011-05-09 10:24:01  2011-04-09 15:50:28

A& 20110303 0 550 QIMG 0252.1FG 2011-05-09 10:201  2011-05-08 10:24:01  2011-04-09 15:50:46

M@ 20110509 D 551 | [ IMG_0283.JPG 2011-05-09 10:24:01  2011-05-09 10:24:01  2011-04-09 15:53:39
o M?I.gsaﬂjmp [ 552 | [ 1M6_0285.1p6 2011-05-09 10:24:01  2011-05-09 10:2401 20110409 15:58:35
zgg :q:;em T Ij 553_' | | M6_0286, 106 2011-05-09 10:24:01  2011-05-09 10:24:01  2011-04-09 16:09:44
| ooE TePview D 554 | [ MG _0287.0pG 2011-05-09 10:24:01  2011-05-09 10:2401 20110409 16:34:10
4 OO 22 D 555 | [ IMG_D288.pG 2011-05-09 10:24:02  2011-05-09 10:24:02  2011-04-09 16:35:04
00 UEMRH R Case D 556 | [ MG_0289. PG 20110509 10:24:02  2011-05-09 10:24:02  2011-04-09 20:29:00
OO SEES 0 7 D 557 tﬂ IMG_0291.1PG 2011-05-09 10:24:02  2011-05-09 10:24:02  2011-04-10 10:28:59
oG 3 ‘: D 558 | [ MG_0292. 16 2011-05-09 10:24:02  2011-05-09 10:24:02  2011-04-10 10:30:24
#o0ID) ESTAE D 559 | [ M6_0293. 76 2011-05-09 10:24:02  2011-05-09 10:24:02  2011-04-10 10:32:50
00D FHE 23 E 1 560 | [ IMG_0294.1p6 2011-05-09 10:24:03  2011-05-09 10:24:03  2011-04-10 10:49:33

ST il - [

EText aHex [‘J Doc 4] Transcript Is_] _;JReport [ Console T Detais &M Output [ Lock [ Codepage B 1/15:4 ) E%Hiis &
: =-[£= Condi

Exif GPS 9AF KAl A =st A HE Sl 2312 FHF
ARy Al xokd AR 3k F1gel A AE A=A BT YA
wA g dn. 2xpge] FEA Ane ARyt 2Z4EUgE =
e 929 NEARE gelste] AA nEARS A e HH7}

sadhd Adgele] gA4us 24EYTT FHE 5 e Aol

N

_g

<% 17>7 o] A s 250vE S AtelA FHd® AR
—.JXIHEE leo].oq 7 3 ]/\1 223t 74;13 Z 2519 01,]. <71

s

18> o] 1R AW XS nEFRel dAT 2olE
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nol AR 2L HAT F 9ok

File View Edit E}ﬂFPT Imporljouls Help  Plugins :

FileName | ocallength [ exposureTime [ ap | Properties x|
[=/1MG_0099.JPG 1/2628 sec 2 ;
; = 1/ 2 - File @

@IMGOZ 81 _edited PG : 1/3909 sec

Image.
[EIMG_0282.PG 3.85 mm 1/5169 sec Phata
[EIMG_0283 PG 385 mm 1/5169 sec HGos

[E/1MG_0286.0PG

Ahove sea level

<ay 17> A FE YRE FNIAAYSU DS



Map Viewer Map Viewer
2] A = ® %Iﬂf‘ E o] ZR
A [ A= [ =& | == A [ A= J w8 [ =8
T Y LB IR ]
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& Tk
i " i
+ -
& _J ® FeH Al Bl
N g | e & R
HAJ e, ot
E w - eBE. sy ot
|| ¥ |
a ?A. A
| ey | 12 | @) R
: [ ) : T |
" | eoweren, ST . . Bl 8 m&%ﬁ' ' Vi
Google nzamefciiiniss | | (90086 netln cadBiEE | e
=2 Az EL +HWY
DT 230.8710 D& 230870

Exifoll= “<3E - 3>3  7ro]  oju]A o] aMAA 2SS A Abel=
DateTime ] 19} s A} A 7F FoJ PApA XS A Ay ah=
DateTimeOriginal B} 7L, JARAZ} tAHo|v A2 A &e Az A
Aol DateTimeDigitized B} Z7F Q1o Apxlo] =W <I1¥ 19>
o} o] 74z AAGRE sid A AT i ARl A
37HA1 ARV R = FAdsHAl SlEnh dnkxo® ARubel o] 914
FEE st AL S A HAFHA &3 §F A=
Al E=H olw sdo] HAAM AFE LA A" <™ 20>

2ol alg sHalel og AZgRsE AR AZFARE 2AE A

_

B 9 A7 H IR AR Ao R AAFEAIRE HET



N

x2

7}

R

Ir
N
o
I

[ 1MG_0281 1PG
[=IMG_0282JPG
IMG_0283.JPG | 3.85mm 1/5169 sec f/24

1 3 3.85 mm 3 124

Apple
iPhore 4
FRotate 50 O
72 | 3
721
inches
431

Centered

o+ -
1/3309 sec

Flunt fiz4 4
ExposureProgram Auta 4
1505 peedR atings e 125

0221

.Indlcales—the"ﬁuﬂma'aﬁhe latitude is expressed as thiee RATIONAL values giving the
degrees, minutes, and secands, respectively. When degiees, minutes and seconds are

IE| il @ | Edt EXIF/PTC |
Ready él]

<8 19> Exif AIZEE
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Last f File : Last

i e . Accessed | Created | Written
O 1| [ MG_0282.1PG 2011-04-13 19:26:27 2011-04-13 19:26:27 | 5:50:
D 2 [ MG_0283.0PG 2011-04-13 19:26:27 2011-04-13 19:26:27 2

D 3 (& mG_0286.0PG 2011-04-13 19:26:28 2011-04-13 19:26:28 -09

D 4 |1 MG_0099.0PG 2011-04-14 13:25:57 2011-04-14 13:25:57 |2011-03-01 15;

01 5|1 MG_0281_edited PG |2011-04-14 13:56:46
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2 oA AR 9] GPSH R &tolf-o] ko st
of 474A HA ] AL & avfsith

A AAZ T FAMY BluriHes &8e] 98 AR =4
oAH-E FQlste] A3 BluE F £FAFE ddeke HIHHe
2 oA AR E3E ARG o] ARG RE HHsH
QM HETH EoxTE ARRSE BE X EY V] Ew skl xAbshe
of & Zlojty. 7} WA AxlE FFS A E FAlele] H3 ARl b}
o] dof A=A RS FARSHIL, R oAVL ARRSE o] F A A A
(USB)W A% HffH 94 xER &2 4% U HFY 5 7ts&
B A" AFvAlES £AEskejof ek Zlojut, o A7l ko] 3kl
= oA SRR E7E 229 9 {FARE AE29dS 2e S T
S 3} wAe] S VHe R AME shEbd d<dd)
oJze] AFeh Tkt J= AE AL HHY
w2k CTPH (Context Triggered Piecewise Hash) 9} 22 3 &
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F
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°
2
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