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A Watermarking Scheme Using Polyline and Polygon Characteristics of Shapefile
in the GIS Digital Map

Xiao Jiao Huo

Department of Information Engineering, The Graduate School,

Pukyong National University

Abstract

Today, information systems are undergoing much improvement and they are able
to create, manipulate, store and use spatial data much faster and at a rapid rate
as compared to conventional methods. As the necessity of the geographic
information and the position infermation has been augmented, the geographic
information system (GIS) has been widely used in the city “planning, utilities
management, natural resource environment, land surveying-and so on. Most GIS
map use the vector data for representing geographic information more: detail and
easier. But GIS vector map can be copied easily, edited and diffused illegally like
as most of digital data. Therefore the watermarking scheme has become necessary
to prevent plagiarizing cases of GIS data.

This paper propose an invisible blind, safety and robust watermarking scheme
for the copyright protection of GIS. vector digital map by using the polyline/
polygon geometric characteristics, In our scheme, we calculate the length/perimeter
of all polylines/polygons in a ‘map-and cluster 'polylines/polygons to some groups.
And then we embed a watermark bit=by changing the local mean length/perimeter
of polylines/polygons of a suitable-—group. For getting greater safety and
robustness, we use PRNS (pseudo-random number sequence) processing the
watermark and embed the watermark multiple times in all map. Our scheme has a
good invisible, safety and robustness against various geometric attacks as show in
experimental result, and need not the original map in the extracting process of

watermark.
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I . Introduction

With the digital technology and internet developing, the application of
digital technology can see everywhere in our daily life, with extending
human’s scope of activity, the demand of geographic information is more
and more. Geographic information systems (GIS) has become the necessary
technique. GIS 1s a set of tools that captures, stores, analyzes, manages,
and presents data that are linked to location(s). It is widely used in
various fields; cartography, remote sensing, land surveying, public utility
management, natural resource management, photogrammetry, geography,
urban planning, emergency management, navigation, aerial video, and
localized search engines [1].

GIS is a computer based information system used- to digitally represent
and analyze the geographic features present on the Earth"-surface and the
events (non-spatial attributes linked to the geography under: study) that
taking place on it. The meaning to-represent digitally is to convert analog
(smooth line) into /a digital form. GIS digital maps can be classified into
either raster—digital or vector—-digital maps. A'raster digital map represents
a map as raster image data, lLe., an image represented by 2D array of
pixels. Vector digital maps employ geometrical primitives such as points,
lines, polylines, and“polygons to represent objects in the maps, such as
building outlines, roads, rivers, -and contour lines. But .since a GIS digital
map 1s easy to be updated;.duplicated; and- distributed by any user, it must
be protected by any scheme. Digital watermarkingis a core technology
and an effective method to counter such abuses.

Digital watermarking is the process of embedding information into digital
multimedia content such that the information (which we call the
watermark) can later be extracted or detected for a variety of purposes
including copy prevention and control. Digital watermarking adds a
structure called watermark to achieve that the target data object

imperceptibly and inseparably. The information that is encoded to the



watermark can be used to identify the copyright owner or to detect
tampering [2]. Digital watermarking has become an active and important
area of research, and development and commercialization of watermarking
techniques 1s being deemed essential to help address some of the
challenges faced by the rapid proliferation of digital content.

As the raster digital map represents a map as raster image data, most
of the watermarking algorithm developed for digital images can be applied
to the raster digital maps. Let’s begin with a review of the existing
representatives of the image watermarking techniques. In image processing
there is two broad categories: spatial domain methods and frequency
domain methods. The term spatial domain refers to the image plane itself,
and approaches in this category are based on direct manipulation of pixels
in an image. Frequency domain processing techniques are based on
modifying the Fourier transform of -an image. Corresponding, there is also
two categories which are -spatial domain method and frequency domain
method in image watermarking techniques [3]-[4].

In a vector digital map, connectivity among objects, e.g., vertices, IS
specified explicitly, and ./ the .distance between. vertices are irregular.
Consequently, standard techniques such as Fourier = or |wavelet
transformation used in image watermarking algorithms can not be| applied
readily. Probably 'due to these difficulties, we know of only, a few
published works on. watermarking . vector digital map such as Ohbuchi’s
[5], Kim’s [6]-[7] and“Chang’s [8]-[9] watermarking algorithm.

This paper propose an-invisible~blind and robust watermarking scheme
for the copyright protection “of GIS vector digital-map by using the
polyline/polygon geometric characteristics. The proposed scheme is based
on the polyline/polygon type data of Environmental Systems Research
Institute (ESRI) shapefile, which is a popular geospatial vector data format
for GIS. In our scheme, we calculate the length/perimeter of all polylines/
polygons in a map and cluster polylines/polygons to some groups with the
uniform step of length/perimeter dynamic range. After that we input

watermarking message and use PRNS (pseudo-random number sequence)



processing the watermark bit to improved security. And then we embed a
processed watermark bit by changing the local mean length/perimeter of
polylines/polygons of a suitable group. For getting greater robustness, we
also embed the watermark bits multiple times in all the map. In embedding
process of watermark, we produce some Kkeys that are needed in the
extracting process of watermark such as PRNS. Finally, we use saved
keys to extract watermark bits in the subgroups and use a checkout
method to get the optimized watermark message. Our scheme need not
original map in the extracting process of watermark while satisfy
invisibility [5]-[9] and [14]-[27].

From experimental results, we confirmed that the artifacts by the
embedded watermark cannot be observed by users, and the watermark was
not damaged or detected by other designers. And the watermark has the
robustness against geometric attacks like as translation, rotation, random
noise, insert and delete vertex, scrambling of order of geometric primitives
in a data file, and cropping.

The rest of the paper is' structured as follows. In the next part, we
introduce GIS data system and structure. In part I, we describe the
conventional watermarking algorithm of vector digital map. Then we
present proposed watermarking algorithm in part IV. After that we show
the experimental results in part V. In part VI, it is a summary and

conclusion.



II. GIS Data System and Structure

Geographic Information System (GIS) is a system of hardware, software
and procedures to facilitate the management, manipulation, analysis,
modelling, representation and display of georeferenced data to solve
complex problems regarding planning and management of resources. GIS
have emerged in the last decade as an essential tool for urban and
resource planning and management. Their capacity to store, retrieve,
analyse, model and map large areas with huge volumes of spatial data has
led to an extraordinary proliferation of applications. Geographic information
systems are now used for land wuse planning, utilities management,
ecosystems modeling, landscape assessment and planning, transportation
and infrastructure planning, marker analysis, visual impact analysis,
facilities management, tax.-assessment, real estate analysis-and many other

applications.

2.1 GIS Data Components

GIS data consists, of spatial data and attribute components. In spatial
component, the observations have two aspects in its localisation: absolute
localisation based in “a coordinates system and topological relationship
referred to other observations.~ Example: The Department of Geomatics is
located at the particular coordinate=X, Y, or, The Department is located
between Grattan Street and Old Engineering Building. A GIS is able to
manage both while computer assisted cartography packages only manage
the absolute one [10]. In attribute component, the variables or attributes
can be studied considering the thematic aspect (statistics), the locational
aspect (spatial analysis) or both. For example, a polygon represent a lake,
the attribute of the lake may contain lake's perimeter, lake’s area, lake's

depth, water quality or pollution level.



2.2 Raster Data and Vector Data

Spatial data include two data types: Raster data and Vector data. In raster
type data, a set of cells located by coordinate is used; each cell is
independently addressed with the value of an attribute. Each cell contains a
single value and every location corresponds to a cell. One set of cell and
associated value is a LAYER. Raster models are simple with which spatial
analysis is easier and faster. Raster data models require a huge volume of
data to be stored, fitness of data is limited by cell size and output is less
beautiful [11]. Vector data is defined by the vectorial representation of its
geographic data. It is represented in the form of coordinates. In vector
data, the basic units of spatial information are points, lines (arcs) and
polygons. Each of these units is composed simply as a series of one or
more coordinate points, for example, a line is a collection of related points,

and a polygon is a collection of related lines.

Vector
Point °
Line
Zone of cells
Polygon

Figure 1. Vector and Raster data represent Real World Map.

Figure 1 shows vector and raster data representation of the real world
phenomena. Table 1 shows some main GIS data formats about vector data

and raster data.



Table 1. GIS data formats about vector data and raster data.

Format Format Content

- A geospatial vector data format for geographic information
systems software.

- Stores nontopological geometry and attribute information
for the spatial features in a data set.

- Require less disk space and are easier to read and write.

- Support point, line, and area features.

Shapefile

- Topologically  Integrated  Geographic  Encoding  and
Referencing.

TIGER - Used by the United States Census Bureau.

- The most well-integrated and automated geographic
database.

- Drawing Exchange Format or Drawing Interchange Format.
DXF - Created for the purpose of exchanging data in AutoCAD.
- Save as binary data format and ASCII data types.

- Tagged Image File Formats.
TIFF - Saves the scannedsimages and reads them.
- Use run length and other image compression schemes.

- Graphic Interchange Format.

- A file format for image files, commonly used on the

GIF internet.

- It is well-suited for images with sharp edges and relatively
few gradations:of color.

As Table 2 shows that the wector data has more advantage less
disadvantage than raster data [12], especially, vector data allows much
more analysis capability such as roads, power, rail, telecommunication, etc
(Examples: Best route, largest port, airfields connected to two-lane
highways) while raster data can not display all the characteristics of the
features, and based on coordinate digit’'s vector data has more suitable by
computer processing than raster data based on image. So, in the digital

maps, it is usually use vector data to storage geographic information. Also



the GIS watermarking scheme proposed in this paper is based on vector
data.

Table 2. The advantages and disadvantages of vector and raster.

Vector Raster
1. High resolution 1."Easy” creation from image
2. Works well with data
boundaries 2. Easy to overlay
Advantage | 3, Explicit representation | 3. Efficient storage for dense,
of linear features heterogeneous data

4. Efficient storage of
sparse data

1. Manipulations require 1. Must pre-define spatial
sophisticated algorithms resolution
2. Processing can require|-2. Requires large amounts
) lots of computer time of storage space
Disadvantage o £ _
3. Inefficient storage of 3. Inefficient when data is
dense data sparse or homogeneous

4. Deals poorly with: linear
features

2.3 Shapefile Format

The shapefile [13] is a popular geospatial vector data format for geographic
information systems software. -It is developed .and ~regulated by
Environmental Systems Research Institute (ESRI) as-a open specification
for data interoperability among ESRI and other software products. A
shapefile stores non topological geometry and attribute information for the
spatial features in a data set. The geometry for a feature is stored as a
shape comprising a set of vector coordinates. Shapefiles can support point,
line, and area feature. Area features are represented as closed loop,
double—digitized polygons. Attributes are held in a dBASE format file. Each

attribute record has a one-to-one relationship with the associated shape



record.

An ESRI shapefile consists of a main file, an index file, and a dBASE
table. The main file is a direct access, variable-record-length file in which
each record describes a shape with a list of its vectors. In the index file,
each record contains the offset of the corresponding main file record from
the beginning of the main file. The dBASE table contains feature attributes
with on record per feature. The one-to—one relationship between geometry
and attributes is based on record number. Attribute records in the dBASE
file must be in the same order as records in the main file. The suffix for
the main file is .shp. The suffix for the index file is .shx. And the suffix
for the dBASE table is .dbf. Note that the main file, the index file, and the
dBASE file have the same prefix. For example, xiaojiao.shp (main file),
xiaojiao.shx (index file) and xiaojiao.dbf (dBASE file).

The main file (shp) contains a-fixed-length—file header followed by
variable-length records. Each variable-length record is-.made up of a
fixed-length record header followed by wvariable-length record contents.

Figure 2 illustrates the main file organization.

File Header

Record Header | Record Contents

| Record Header | Record Contents |
| Record Header Record Contents |
| Pecord Header Record Contents |
| Record Header Record Contents |

Figure 2. Organization of the Main file.



The main file header is 100 bytes long. Figure 3 shows the field in the
file header with their byte position, value, type, and byte order. In the

figure, position is with respect to the start of the file.

Biyte
Position Field Value Txpe Order
Byte 0 File Code 9994 Integer Big
Byte 4 Unused 0 Integer Big
Byte 8 Unused ] Integer Big
Byte 12 Unused 0 Integer Big
Byte 16 Unused 0 Integer Big
Byte 20 Unused 0 Integer Big
Byte 24 File Length File Length Integer Big
Byte 28 Version 1000 Integer Little
Byte 32 Shape Type Shape Type Integer Laittle
Byte 36 Bounding Box Kmin Double Little
Byte 44 Bounding Box Ymin Double Little
Byte 52 Bounding Box Xmax Double Little
Byte 60 Bounding Box Ymax Double Little
Byte 68% Bounding Box Zmin Double Little
Byte 76¥ Bounding Box Zmax Double Little
Byte 84* Bounding Box Mmin Double Little
Byte 92* Bounding Box Winiax Double Little

| * Unused, with value 0.0, if not Measured or Z type |

Figure 3: Description of the Main File Header.

The record header for each record stores the record number and content
length for the record. It has a fixed length of 8 bytes. Figure 4 shows the
field in the record header with their byte position, value, type, and byte

order. In the figure, position is with respect to the start of the record.

| Byte |
‘ Position Field Value Tvpe Order ‘
Byte 0 Record Number Record Number Integer Big
Byte 4 Content Length Content Length  Integer Big

Figure 4. Description of Main File Record Header.

The record contents of a shape type followed by the geometric data for
the shape. The length of the record contents depends on the number of

parts and vertices in a shape. Figure 5 shows the possible shape types.



Value Shape T}h
Null Shape

o
1 Pomt
3 PolyLine
5 Polygon
8 MultiPoint
11 PomntZ
13 PolyLmeZ
15 PolygonZ
18 MultiPointZ
21 PomnthM
23 PolyLimneM
25 PolygonM

28 MultiPointM
31 MultiPatch

Figure 5. The shape type and the corresponding value.

The index file (.shx) contains a 100-bytes header followed by 8-bytes,

fixed-length records. Figure 6 shows-the indexfile organization.

File Header

Record

Record

Record

Record

Record

Figure 6.-Organization of the index file.

The index file header is identical-in organization to the main file header
described above. The file length stored in the index file headers is the
total length of the index file in 16-bits words.

The i'th record in the index file stores the offset and content length for
the i'th record in the main file. Figure 7 shows the fields in the file
header with their byte position, value, type and byte order. In the table,

position is with respect to the start of the index file record.

_10_



Biyte

Position Field Value Type Order
Byte 0 Offset Offset Integer Big
Byte 4 Content Length Content Length Integer Big

Figure 7. Description of Index Records.

The offset of a record in the main file is the number of 16-bit words
from the start of the main file to the first byte of the record header for
the record. Thus, the offset for the first record in the main file is 50,
given the 100-byte header.

The dBASE file (.dbf) contains any desired feature attributes or attribute
keys to which other tables can be joined. Its format is a standard DBF file
used by many table-based application in Windows. Any set of fields can
be present in the table. The table-contain one record-per shape feature and
the record order is as same as the order of shape in the main file (.shp).

Because shapfiles do not have the processing overhead of "a topological
data structure, they' have -advantages over other data sources such as
faster drawing speed and edit ability. Shapfiles handle single features that
overlap or that are noncontiguous. They also typically require less disk
space and are easier to read and write. And there is so many softwares
support shapefile '‘format such as ARC/INFO, PC ARC/INFO, Spatial
Database Engine (SDE), ArcViewGIS and BusinessMap. Also; we can
directly create or modify shapefile by creating a program. according to the
shapefile specifications. So. that, we. choose shapefile format to do our

research about embedding watermarking in-digital vector maps.

_11_



IM. Conventional Watermarking Algorithm
of Vector Digital Map

In this section, in order to facilitate understanding the proposed scheme,

we will introduce the method of Ohbuchi, Kim and Chang respectively.

3.1 Ohbuchi’s Watermarking Algorithm

Ohbuchi. ect [5] proposed an earliest scheme that embedding watermarks
for vector digital maps. This scheme divide the vector map to many
rectangles in order to improve robustness-in-geometric variation like as
translation, cropping. A watermark bit i1s embedded ~by displacing an
average of coordinates of a set of vertices that lies in a rectangular area
created on a map by adaptively subdividing the map. The “watermark
embedding using PRNS ' (pseudo-random 'number sequence) improved
security. The watermark extracting need original map and watermarked
map.

Ohbuchi scheme describe three area subdivision methods; (1) Uniform
(UNIF), (2) Quadtree (QUAD), and (3) Modified quadtree (MQUAD). Each

method subdivides a given map as described below.

Uniform (UNIF). Subdivide* the map ~into k%! uniform size
rectangular sub-areas.
Quadtree (QUAD): Subdivide the map adaptively according to the
area—quadtree algorithm so that every rectangle contain more than d
vertices.
- Modified quadtree (MQUAD): Subdivide the map adaptively as with
the QUAD method. If a subdivision created a rectangle containing less

than d vertices, the rectangle is merged with an adjacent rectangle at

_12_



the same subdivision level. If there were more than one candidate for

the pairing, the one with the smallest number of vertices is chosen.

_______________________________________________________________________________________________________

Figure 8. An example of Uniform (UNIF) decomposition.

E-o 5 au 1.
Cl:a kS loy [ 4 [,

Figure 9. An example of Quadtree(QUAD) decomposition.

As mentioned, the original map is divided to I(1<i<I rectangles by
using UNIF, QUAD or MQUAD. After the subdivision, the data to be

_13_



embedded is an m-dimensional bit vector a=(a,ay..,a,) in which each bit
a;£{0,1}, each bit «; is spread spatially over the map by duplicating each
symbol by chip rate ¢, producing a watermark symbol vector b= (b,,b...b,,.),

b ={0,1} of length m «c. Finally, the bhit vector b is converted to an

’

embedding symbol vector b = (b;,by,...b,,) bE{—1,1}.
C =1, if b,=0 I
O T T D

The coordinate of the vertex after watermarking is computed by the

following formula:

i,m

v, :v,l-m—l-b;'pi'a, (1<m< M) (2)

and v, are

7,1 ,m

Here, i indicates ith rectangle that centains M vertices.-w

the coordinate of mth vertices (1<m < M) in the ith rectangle prior to and
after watermarking, /respectively. PE{-1,1} bhe the pseudo-random number
sequence (PRNS) generated from a known key k,, the extraction 'requires
the key &, used for the embedding. a (a>0) be the modulation amplitude.

The extraction requires original map and key k,. The watermark o; can
be easy obtained through the formula (3)~ (6).

- M
oy DY 3)

Here, v, be the average of coordinates of vertices in the ith rectangle

prior to the watermarking, v:Z be the average of coordinates of vertices in

the ith rectangle in watermarked map.

= 2 brap )
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quc-a-b; )]

where ¢, takes one of the two values {—ac,ac}.

a; = sign(qj) (6)

The string o, can easily be converted to the original message bit
sequence b; by applying an inverse of the mapping as the embedding.
Ohbuchi. ect method use PRNS and repeatedly embed the watermarks to
improve robustness against various attack. The method has a shortcoming
that need original map when extracting the watermark. And the method
has the weak robustness against attacks of noise addition, translation and

SO On.

3.2 Kim'’s Watermarking Algorithm

Kim [6]-[7] propose a copyright protection of GIS vector map based on
polyline of DXF file, format. This scheme select the embedding target layer
of polyline and generate polyline data group using the length of connected
lines. And then embed each watermark bit into the line length of polyline
data by changing all “coordinates of vertices according to the constraint of
the robustness and the invisibility.

Firstly, Kim selects randomly any layer among-layers that the number
of polyline component is above M times the watermark bit number N, and
determines this layer I as the target layer.

13

Thus, the target layer I has the polyline data L,.

=L, kE[LN, ]}, N, >N, > M (7)

i
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A polyline component L, ,=v, [i€[,N,] has N, vertices connected each
other and vy, = v, v .

Calculates a center point m of all vertices that included in polyline
components Liz{LiﬁkaE[l,NLl]} in the selected layer.

Set the reference length R,, and the embedding length 7, for embedding

a bit into a selected polyline component.

Ry = (lik,l +l’ik,]\f,ﬁk,)/2 = (| MUy I+ H MWy, N, H )/2 (8)
Ty= 2%, [mog; |/ (N, —2) ©)

The watermark bit w;., y; 1s embedded into the difference between the
reference length and the embedding length; -if w;=1, then R, <T,.

Otherwise, R, > T,.

Vik, 3 i
Vik,4 5
Vik 1 ) zk 3 Vik,5
Vik,2

Embedding length

i ‘
ikl i . 7 Ny 1|m"1k] I
. P & Ny 2
Reference length '
Rig = (Ui 1 +lik 5)/2 ©
m:

Figure 10. Embedding a watermark. bit by the-reference length and the

embedding length in a polyline component with 5 vertices.

In order to satisfy this condition, Kim change the coordinates of vertices

that included in the embedding length.

+Oélk(1_QMJ)H:;J,]E[Q,]VZk—l] (10)

ik, j s j
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n;k\,j: mvz‘k:,l/ H MU I 1D
e if (wj =0&R, < ﬂk)or(wj =1&R, > Tk) (12)
YT g, i (w; =0&Ry, > Tyor (w; =1&R,, < T},)

a 1s 1<a<2 and 8 is 0<B<05. Embedding vertices v, ;(jE[2,N,—1]) are
changed by formula (10) until the embedding condition is satisfied.

The watermark extracting process was performed by using the index
F={jliell,N,]} of the target polyline set that are stored in the embedding
process. And the watermarked polyline set L/={L/k€[1,N;]} in the order of
the watermark bit index.

Calculate the reference length R, and the embedding length 7, in a L;,
and extract the watermark by the difference between R;, and Tj,.

Kim scheme selects the line distribution of polyline. component to the
embedding target. The ~watermark -bit is embedded by compare the
reference length with embedding length improve robustness against various
geometric attacks. This scheme can only processing polyline type, and need
repeatedly change wertices’ coordinates while relatively large' dependence on

points.

3.3 Chang'’s Watermarking Algorithm

Chang [7]-[9] proposes a*blind -watermarkings scheme for the copyright
protection of GIS vector maps by-using the geometrical characteristics of
the polygon based on DXF file format. The method that select the layer
where watermark is embedded. And then, she calculate each surface area
of polygons and MAPG (mean areas of polygon group) in the selected
layer. Using the calculated MAPG, all polygons in the layer have been
grouped into similar area distributions. Finally the watermark is embedded
by changing each mean area distribution of the grouped polygons with

transparency and robustness of the watermark.
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The algorithm then groups polygon data P, into N, sets according to the
distribution of the polygon area. In the grouping process, all areas
4, ={A, kE[LN,]} are obtained by using formula (13).

Nl‘r‘k

1
Ai,k = D) E (xn,i,k‘y7z+1.i.,k _xn,+1,i,k'yn,i,k) (13)

n=0

The mean area 4, of all polygons is calculated by using formula (14).

— N,
A=21A/N, (14)

The value of the area A within [0,2x4;] is classified into N sections.
Polygon sets s={slie[1,N]} with ~N-sections by grouping all polygon data
into each section according.-to their area range.

24, 24,
Sl: Pl,k|(l_1)T<Al,k<ZT7I€E[1’]VZ] (15)

Here, P, is polygon data m 5 that its area 4, is within area range
[(1—1)24/N,24/N] of [ th. Section n, is the number of polygon data grouped
into a set S,

This algorithm selects randomly N, sets among totalm N sets by using

index function f(j). Thus, the embédding target sets 5!

S ={Sis[LN,]} where fG) =1 f(y) = £G) jpdnS [LN,]  (16)

24, 24,
Sty = | Prolf 6= D7 < Asip < FO) k< [Ny | (17)

The index information f(j),c(1 .y, 18 stored to extract the watermark.
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N L i
O 2) N

Figure 11. Embedding a watermark bit w; into local mean A;; of any

section S;(;).

The watermark bit w5, is embedded into the local mean area Ay, of

all polygon data in jth set S, as follows:

%: Zivf:mlAf(jm/ Nyij) (13)
24, JRRA
__ |ro-nZage-528, =0
Ay E = =y (19)
R R LT Dt
2 N’f N !

Thus, the watermarked m can be calculated by formula (20).

As)

1. Np . |
2 2 2605k T 10U+ 155908 ™ 5 o 005,k T 1,110 1))

(20)

The watermarked 2D coordinates (=, s 4.5, can be finally calculated
by formula (21) and (22).

1 2A,

: 1 .3 ;
T )k = \/5[1 + G-t 5w) NA, s (21)
1)
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1 2A,

/ 1 .3 ;
Yn )k = \/5[1 +(fG)- 7+ g%)m] Yn 1))k (22)

The watermark extracting process was performed by using the index of
the target layer and the index F={f(j)ljel1,N,]} of the target polygon set
that are stored jin the embedding process.

Firstly, this algorithm selects the target layer I in the suspected GIS

13

digital map I={Ijne[1,N]} and groups all polygon data in I. After obtaining

1

the watermarked polygon sets §'= {S;;ie.N,]} in the order of the

watermark bit index, the local mean area A,Av(ﬁ of polygon data in each set

SfA(j) 1s calculated. The watermark bit w, can be extracted by the range

J

where in Ay, is.

oy Bl AL {124
|9 FG)=1) N < A<= 5) N

; 24, = = i
LT (F () _)T< A< fO)T

DO —

Chang scheme focuses on the watermark embedding using the mean
area of polygon in'the selected layer improve robustness against RST, data
or layer cutting and rearrangement, and other geometric attacks. This
scheme can only processing polygon layer, and the mean /area after
watermarking need repeatedly computing for satisfy formular.(19).

Table 3 shows the performance of the three algorithm as above
statement. Each algorithm has some deficiency. This proposed paper will
solve these disadvantage, as well as the proposed scheme satisfy

invisibility and robustness.
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Table 3. The performance of Ohbuchi, Kim and Chang algorithm.

Ohbuchi Kim Chang
Invisibility Yes Yes Yes
Process type polyline/polygon polyline polygon
Simplification Yes No No
Geometric
Yes Yes Yes
attacks
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IV. Proposed Watermarking Algorithm

As mentioned, GIS data structure can be made of different formats. The
proposed scheme is based on ESRI shape file which is a popular geospatial
vector data format for GIS map. Here, we use the polyline/polygon type
data of ESRI shape file.

To embed watermark, we calculate the length/perimeter of all polylines/
polygons in a map, and find the minimum and maximum length/perimeter.

Through dividing the dynamic range [L;.L...] into N, groups, we classify

the polylines/polygons to N, groups with the uniform step (L, — Ly, )/Ny-
The minimum length/perimeter (L,;,) and maximum length/perimeter (L,,.)
will be saved as keys for extracting watermark while the number of
groups (Ny,) be saved. For improving the safety, we.do PRNS processing
with the watermark bits. ./And then, we embed a processed watermark bit
to the local mean length/perimeter of polylines/polygons in. a suitable
group. The suitable group is mean-that how many polylines/polygons in a
groups is suitable for embedding watermark. The more polylines/polygons
in a groups, the more safety and robustness, but the less enable groups
for watermarking. The suitable values is defined by user, here we defined
it 10. Lastly, we embed the watermark to the vertices’ coordinate of
polyline/polygon. When the ‘watermarked map is created, we need calculate
the average length/perimeter . of all polylines/polygons-as keys. Through
saved keys we can obtain. the watermarks, without original map in the
extracting process of watermark while satisfy invisibility. Figure 12 shows
the process of watermark embedding. Figure 13 shows the process of

watermark extracting.
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Figure 12. The process of watermark embedding:
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Figure 13. The process of watermark extracting.
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4.1 Watermark Embedding

This paper offers a method that using the mean length/perimeter of
polylines/polygons in GIS vector map. The proposed scheme divided the
polyline/polygon into N, group according to their length. Then embed the
watermark bit into some groups.

In this paper, we using polyline/polygon of ESRI shapefile format. In
shapefile format, a polyline consists of two or more vertices and the first
and last vertex are not equal. Whereas, a polygon consists of above four
vertices and the first and last vertex are equal. It is so-called as a closed
polyline. And Figure 14 shows an example of the polyline and polygon in a
GIS data.

Vg

W (
/ \ Vz \\ vﬁ ; -
/ \ / \ > e
Vo . / e " i . .\ ' V.

(a) o))

Figure 14. An example of (a) a polyline and (b) a polygon.

In order to satisfy robustness. of. various attacks in.-the previous section,
we provide a watermarking method about the polyline length distribution
or polygon perimeter distribution. According to the distribution of the
length/perimeter, all polylines/polygons are assigned to different groups by
their length/perimeter. The length of polyline or the perimeter of polygon
are changed in invisibility range.

This proposed scheme is based on the polyline’s length or polygon’s

perimeter. First of all, we obtain lengths I, of all polylines P,=
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{valk & [L.N;] vy = vy} or perimeter L; of all polygons P, = {vylk&[LN] v =v,y}.
The length of each polyline or the perimeter of each polygon is

calculated using the formula (24).
Li=2 ” VikVik+1 H (24)

And then, find minimum length/perimeter L and maximum length/

perimeter L., from all of length/perimeter of polylines/polygons, so get the
dynamic range [L,;,.L,.| of the length/perimeter with maximum length/
perimeter L,,. and minimum length/perimeter L., and then divide this
range to N,, groups by using the uniform interval A. All polylines/
polygons are allocated to any group by using their lengths/perimeters.

Figure 15 shows Ny, groups that are divided by the uniform interval.

R R . - R R

TNy ; l \y _‘l,,«--' e K '\l p. zl\a. =~
I T I T i | I I T I I T { T
0 kst i n ? ‘4 Py /7{ i,

(L) (Bt d) (LA IES G- l)A %+IA i BN S Em

Figure 15. Groups of polylines’ length/polygons’ perimeter divided by the

uniform interval.

A =By e = L SN, (25)

max min

From this process, we get Ny groups R={Rli€[1,N,]} while polylines or

polygons of each group are “expressed 'as formula (26) and (27),

respectively.
={P,; | Lpj, + i —1DA < L; < Ly, +iAjE[1,N,] } (26)
R ={P, |L;, +(i—1A <L, <L, +iAjE[LN,]} (27)
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Thus, R, is ith. group that includes polylines P, /polygons P, with the

gisj

length/perimeter L, in the range[L,,+(i—1)A L, +iA], and N, and N, are

the number of polylines and polygon that are allocated to this group.

Here, we need store the range [L,;,.L

min? max]

and group number N, that as
key through the key generation process. So that we would not need the
original GIS map in the watermark extraction processing.

Note that there are total N, groups, but some groups may not include
polylines/polygons. We selected some groups that include ten or more
allocated polylines/polygons for considering safety and robustness. Assume
that there are L, usable groups, we can embed [, numbers of watermark
bit into the selected groups by one bit one group.

For increasing robustness of the watermark against attacking, we use
multiplicity time’s watermark message repeating method. It repeats the
entire message bit string multiplicity times acecording to usable embed
groups L,. The more repeat times, the more robustness, but less
watermark message. Assume that the repeat times is. €, so the watermark

message length is N,

wm

=1r1,/(8*C). We-can set the repeat times according to
how long the watermark message and how much the robustness we wish.
Although the effective watermark bits is 8*~N, ., we will continue repeat the
watermark message to make each usable| groups embedded a watermark
bit as we said above. Thus, the number of embedding watermark bits is
L.
We also can input “whatever watermark| message we..wish .in the limit
length n~,,,. Then we change the watermark messages «dnto watermark bits
sequence W(w,e{0,1},i<1,L,]).For-considering the safety, we will change
the watermark bits value by pseudo-random number sequence (PRNS).
The PRNS length can set by us in the range of one to L,. If the length
of PRNS is Ly, We generate the PRNS p,(p,€1{0,1}, i€ (1, L)) and save it
as key. Then we use w,=Wop,(i€[1,L,],j=i%Lppysl) get new watermark bit
sequence w(w;€{0,1}i€[1,L,]) which had encrypted by PRNS.

After that we embed a watermark bit w,e{0,1}(i€[1,L,]) by using the

mean length/perimeter L, and the center value » of R, group. So we
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calculate the mean length/perimeter L, in each usable group R, and the
center value r, of R, group. The mean length/perimeter L, of P, /P, in R

group is calculated using the formula (28).
fi: ZL@;‘/M (28)
The center value r, of R, group is calculated using the formula (29).

We will change the mean length/perimeter of polyline/polygon according
to the embedded watermark w,. Thus, if w,=0, then the mean length/
perimeter L, should be less than the center value r, . Or if w,=1, then the

mean length/perimeter L, should be equal or greater than the center value

r. We change the mean length/perimeter L, to L_]* for ‘satisfying the

2

following embedding .condition (formula 30).

(30)

i

L {L_ +(GEDA < L'<r,, Difw=0

r < [TSL +id, - 1

If the mean length/perimeter L, in a group is within the specified range
satisfying the embedding. condition, it should be not”changed. Otherwise,
the mean length/perimeter should ~be changed for satisfying the above
condition. In this case, we should adjust the mean length/perimeter
depending on the distance between the mean length/perimeter L. and the

center value r, for considering the invisibility.
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ifw, =0 (31)

if LE[r,m,,) if LS [my, L. +i)
F miQ_Zi F (Lmin +7’A)_Ez
i =TTy i = T 1
ifw,=1 (32)
if LEL, +({i—1)Am,) if L.E[my,r;)
— L Ly, + (i —1)A] — L—m,
L =r+ L=r+——
2 2 4 1 2 2
my =Ly +@—3/4)A (33)
myy = L+ = 1/4)A (34)
/ I— ) T J -+ \
1
ko NJA
w0, | ;o
!»_ % E-; [ -dr 5
L +G-DA e\ L] +ia

»

Figure 16. The specific diagram representation of the embedding method.

In this method, we should know-two other values-m; and m, with the
center value r, together to decide the new mean length/perimeter. Here, m,,
and m, are the median of the range [L  +(G—-1)A,r] and [r,L,;, +iA],
respectively.

Since the proposed scheme using polyline/polygon of ERSI shapefile.
Here, polyline and polygon are based on the points, so we should change
the coordinates of vertices in polylines P, ;={v;kE[1,N;]} or polygon

P, ={v,; k€ [1,N,;]} that are allocated in a group R, Finally, the

_28_



watermarked vertices v;;, can be obtained by (35) and (36).

U:M = Qg —i—vij‘l(l — 047:) YV kE [Qalej] or YkE [2,Ngi7j]

(35)

v;;, is the first vertex in a polyline/polygon P,/P,;, «, is change rate.

a,=L'/L (36)

By the above process, we change all vertices of polylines/polygons in

each group according to the embedding condition.
L'=>L'/P, or L'=3%L/P, (37)

After embedded the watermarks, we should calculate the mean length L
of all polyline P, or the mean perimeter L* of all polygon P, in the

watermarked map. And we need store the mean length/perimeter L* that

as key, it is used when watermarked map is'scaled.

4.2 Watermark Extracting

The watermark extracting: process was/ performed by using the Kkeys
stored in the embedding. process.. The specific# extracting process of

watermark in a pirated GIS map-is-similar as the embedding process.
Firstly, we calculate the lengths/perimeters L_] of all polylines/polygons

in a watermarked map.
Li/: 2. H U;kv;k+1 H (38)

Then, we use key that is the range [L,,L,.] and group number N,

that are stored in the watermark embedding processing, divide this range
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to N, groups by using the uniform interval A as the same as embedding
process. All polylines/polygons in watermarked map are allocated to any
group by using their lengths/perimeters.

In the same way, we calculate the mean length/perimeter L_] of R, usable

group in watermarked map. Because of we using the range [L;,.L and

min? max]
group number N, are not change, the center value r, of R, group in
watermarked map that is »,.

Extract a watermark bit w, by comparing the mean length/perimeter L_]

and the center value r, of R, usable group. If the mean length/perimeter L,

less than the center value r, of the corresponding group, the embedded
watermark shall be 0; If the mean length/perimeter L_] equal or greater
than the center value » of the corresponding group, the embedded

watermark shall be 1.

i :{0, % +_F¢—1)A <IL<r 30)
Ly 1f 1o Lol et T4

After we extract watermark bits sequence w ={wli<[1,L,]}, we need use
PRNS to decrypt it. The decrypt watermark bits W (W, ={0,1},i€[1,L,]) will
be got by m:@(ie[LL,U,],j:z'%LPRNS]). We can judge whether a pirated
map is copied or not'by verifying BER of W' and Ww.

In watermark embedding-~part, we illustrate —a* method that use
multiplicity time’s watermark message repeating method that obtain the
very well application in the case—eof the -map was attacked. If the
watermarked map was attacked, the length/perimeter of some polylines/
polygons may be changed. In other word, some watermark bits may be
false. In order to illustrating the process of checking watermark bits, we
assume that the length of watermark is L, (the total watermark bits is
8xI,) and the watermark repeat times is K

We set the first group of watermark as the standard, and starting from

the second group until the K group, compare each bit with the first
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group’s bits. By counting the number of bits N, (NE[.K], b=[1,8x L),
including the first section bits) which are same as the corresponding bits
of first group, we can get each bit's rate (N,/K) under the first group
standard. Because the first group may not the correct watermark message,
the bits’ rate is not really correct rate. If the rate of bit is greater than
50%, we consider that is correct and the bit is true bit, and conversely,
the rate of bit is less than 50%, we consider that is improper and the true
bit is contrary to this bit. After check each bit, we can get a group of
correct watermark bits, and also, we can get the correct watermark
message. In addition, as a group corresponding to embedding a bit and a
group of polylines/polygons corresponding to a group, we can know which
group of polylines/polygons is serious attacked according to the

corresponding bit is error.
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V. Experimental Results and Analysis

To evaluate invisibility and robustness of proposed watermarking
technique, we select 10 maps (5 polylines and 5 polygons) of Masan are
based on ERSI shapefile format.

As in part IV, we described watermark embedding, we divided all
polylines/polygons into groups according to their length. Because some
groups may not include polylines/polygons, we selected some groups that
include ten or more polylines/polygons and embedded the watermark into
the selected groups. In the 10 maps, they contain different numbers of
polylines or polygons, so these maps are divided into different groups and
embedded different watermark numbers. Specific data as shown Table 4.

In the invisibility experiment, we shows two examples in Figure 17 and
Figure 18. Figure 17 (a), (b), (¢c) and Figure 18 (a), (b),~(c) are original
maps of polyline and  polygon, respectively. Figure 17 (d), (e), (f) and
Figure 18 (d), (e), (f) are watermarked maps of Figure 17 and Figure 18
(a), (b), (c), respectively. In the wvisually, the original maps and
watermarked maps are difficult to distinction.

To evaluate the invisibility 'of the image, audio and video using PSNR
(peak signal-to—noise ratio). PSNR is an engineering term for the ratio
between the maximum possible pewer of a signal and the ‘power of
corrupting noise that “affects. the fidelity of its representation. Because
many signals have a very wide dynamic, range,-PSNR is usually expressed
in terms of the logarithmic decibel scale-[28]. The PSNR is defined as
formula (40).

PSNR [dB]=20log,, (L)
= €10 RMSE (40)
RMSE =\[> (V. =V, I N ) (41)
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1% and

T,y

respectively. N,

v,

T,y

otal

are vertex of original

map and watermarked map,

1s all vertices numbers of GIS map.

Table 4: The embedding object, the number of watermark and PSNR in

each test map.

The
Num. of The Message | The length PSNR
Type Test map . Num. of | Repeat of
Polyline/ . [dB]
Groups Times | Watermark
Polygon
Masan #1 2831 150 3 70 103.67
Masan #2 3563 150 5 105 102.76
Polyline | Masan #3 3734 300 5 107 100.32
Masan #4 10622 200 5 94 101.28
Masan #5 46911 1000 7 382 121.12
Masan #6 10346 260 5 107 128.59
Masan #7 13486 300 5 128 130.27
Polygon | Masan /#8 15260 200 5 135 130.92
Masan #9 8003 300 5 110 129.49
Masan #10 46106 1000 7 434 128.93
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PSNR:102.76 dB

()

Figure 17. (a) Original polyline map; (b) and (c) magnified parts in (a);
(d) watermarked polyline map; (e) and (f) magnified parts in (d).
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PSNR:130.92 dB

Figure 18. (a) Original polygon map; (b) and (c) magnified parts in (a),
(d) watermarked polygon map; (e) and (f) magnified parts in (d).
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Figure 19. (a) Original polyline map; (b) watermarked polyline map, PSNR

is 101.28 dB; (c) original polygon map; (d) watermarked polygon map,
PSNR is 129.49 dB.
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In the robustness experiment, we used two editing tools in AutoCAD
Map 3D 2009 software and Arcview software for the watermark attacking.
Then we compute BER (bit error rate) for evaluating the detecting
precision. There are many kinds of attacks that can be performed in
watermarked GIS data. The attacks are that rotation scaling translation
(RST), object order scrambling (OOS), swapping, additive random noise,
insert and delete vertex, and cropping. The experimental result of attacked
compared with the method of Ohbuchi, J.H. Kim and H.J. Chang in
robustness.

The following is various attacks to our watermarked maps. Figure 20
shows that rotated the watermarked maps of polyline and polygon. Figure
21 (b) is enlarged 2 times watermarked polyline map and Figure 21 (d)
shows that shrunk 1/2 times watermarked polygon map. Figure 22 and
Figure 23 are translated watermarked polyline and polygon map,
respectively. Even if the watermarked map was attacked like as above
condition, the watermark can be exXtracted.

Figure 24 1s swapped ~ watermarked ;polyline and polygon map,
respectively. Figure 26 ‘and Figure 27 are cropped about '25% to
watermarked polyline and polygon map from different direction. Figure 28
shows that noise |added into watermarked polyline map. In these attacked
case, we should extract a large part of the watermark. The robustness of
algorithm will measure using BER. (bit error rate). Here, the BER is the

number of bit errors divided:by. the total number of embedded watermark.
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Figure 20. (a) Watermarked polyline map; (b) watermarked polyline map
rotated to 120°; (c) watermarked polygon map; (d) watermarked polygon
map rotated to 50°.
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BER: 0%

Figure 21. (a) Watermarked polyline map; (b) enlarged 2 times
watermarked polyline map; (c) watermarked polygon map; (d) shrunk 1/2

times watermarked polygon map.
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Figure 22. (a) Watermarked polyline map; and (b) translated watermarked

polyline map.
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(b)

BER:-0%

Figure 23. (a) Watermarked polygon map; and (b) translated watermarked
polygon map.
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Figure 24. (a) Watermarked polyline map; (b) swapped watermarked
polyline map; (c) watermarked polygon map; (d) swapped watermarked

polygon map.
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Figure 25. (a) BER of the detected polyline watermark on various attacks;

and (b) BER of the detected polygon watermark on various attacks.
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As shown in Figure 25, the BER of rotation scaling translation (RST)
and object order scrambling (OOS) are 0. Because rotation and translation
are only rotate overall map and change spatial location, the polylines’
length/polygons’ perimeter have not changed same as OOS. So the three
attacks don’t affect the extracted watermark. But scaling is different from
rotation and translation, it is enlarge/shrink that change their length/

perimeter of polylines/polygons for all map. In this case, firstly, we

calculate the average length/perimeter L= >, for all polyline/polygon in

attacked map. At the moment, we compare the L* and L, if L°/L"=1, the
attacked that is rotation or translation, if L7/L =1, the attacked that is
scaling. As we know the scaled rate r=?/?, then we can easily obtain
the length/perimeter of each polyline/polygon in the watermarked map, then
the watermark extracting follow the part 4.2.

In our experiment, we crop the 10 maps into 1/2, 1/4 and 1/6 from multi
angle. The results of comparing our scheme with other three methods is
shown in Figure 29 (a) and (b).

For testing random noise attack; we use Gaussian noise to disturb the
data of watermarked maps. Firstly, we random generate a decimal number
z between 0 and 1. Then we calculate the probability of z appear in
Gaussian distribution function f(z). Here, we wuse standard Gaussian

distribution. So the formula of f(z) is:

2

L oo

Jiles = N e (42)

After that, we need generate a random decimal number r between 0 and
1. As r i1s in the average probability distribution of 0 to 1, the probability
of r<f(z) 1s just f(z). When r < f(z), z will be used to disturb the data of
watermarked map. Assume A is the amplitude of noise, we can use

formula (43) to generate noise.
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noise =2AXz—A z&[0,1] (43)

Then we use formula (44) attack vertices.

*: . . E _
{V V+noise noise< [— A, Al (44)

z =z +noise/2 y* =y+noise/2

And then, we repeat this processing from random generating z to attack
vertices. The probability of noise attack will be Gaussian distribution.
In noise attacks, we added random noise that having the amplitudes of 5

cm to 25 cm, respectively. The results is shown in Figure 29 (c¢) and (d).
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Figure 26. (a), (b), (c), (d) cropp

from different direction.
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Figure 27. (a), (b), (c), (d), (e) cropped about 25% watermarked polygon

map from different direction.
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(f
Figure 28. (a) Watermarked polyline map; (b) and (c) magnified part in

(a); (d) noise added watermarked polyline map; (e) and (f) magnified part
in (d).
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29. (a) BER of the detected polyline watermark on cropping attacks;

(b) BER of the detected polygon watermark on cropping attacks;

(c) BER of the detected polyline watermark on noise attacks;

(d) BER of the detected polygon watermark on noise attacks.
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VI. Conclusion

In recent years, due to the development of the digital and network
techniques, GIS has been developed rapidly. It is widely used in various
fields such as utilities management, landscape assessment and planning,
market analysis and navigation. So the copyright protection of GIS data
has become an increasing complex topic.

This paper propose an invisible blind and robust watermarking scheme
for the copyright protection of GIS vector digital map by using the
polyline/polygon geometric characteristics. In our scheme, we calculate the
length/perimeter of all polylines/polygons in a map and cluster polylines/
polygons to some groups with the uniform step of length/perimeter
dynamic range. For considering— safety, we use “PRNS encrypting the
original watermark bits. And then we embed a encrypted watermark bit by
changing the local mean length/perimeter of polylines/polygons of a
suitable group. Lastly we embed the watermark message multiple times in
all the map.

Our scheme is a watermarking method that has good invisible, safety
and robustness for vector digital map. For| blind watermarking, we change
the lengths/perimeters of original polylines/polygons only in small ratio, our
watermarked maps ., have ~high PSNR had proved this. For safety
watermarking, we use~PRNS. encrypt original watermark and save some
keys to protect the watermark message while do not need original map in
the extracting process of watermark. For robustness-watermarking, we use
a group’s polylines/polygons save one watermark bit and employ
multiplicity time’s watermark message repeating method. Our watermarked
maps against various geometric attacks have good performance as show in

experimental result.
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