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XiaoJiaoHuo

부 경 대 학 교 대 학 원 정 보 공 학 과

요 약

오늘날 우리는 컴퓨팅 기술과 네트워킹 기술의 급속한 성장이 이루어지고 있는 21세기의 초입에 접어들고

있다.이러한 기술들은 시간이 지날수록 더욱 더 급격히 진보하고 있으며 해당 기술들의 빠른 진보는 과거

와 비교하여 엄청난 속도로 디지털 데이터들을 생성,조작,저장 및 사용을 가능하게 한다.그 중,지리공간

데이터는 기술 발달로 인한 사용의 빈도 및 용도가 다양해진 매우 대표적인 콘텐츠로서 오늘날 모바일 및

향상된 인터넷 서비스 기술과 연동하여 다양한 형태로 생성,가공,저장 및 이용되고 있다.지리 정보 및

위치 정보의 필요성이 갈수록 증가함에 따라,GIS(geographicinformationsystem)은 도시계획,광역단위

기반 각종 편의시설 관리,자연자원 및 환경 감시,지표지역 특성 요약 등 다향한 곳에서 널리 활용되고 있

다.

대다수 GIS기반 지도들은 지리 정보를 보다 상세히,쉽게 표현하기 위하여 벡터 데이터 형태로 나타낸

다.그러나 GIS벡터 지도 역시 디지타이징 된 데이터로서 일반적인 디지털 콘텐츠들과 같이 불법적으로

쉽게 복사,편집,변형되는 단점을 가지고 있다.하지만 이미지나 비디오,음원과 같은 콘텐츠들에 비해

GIS벡터 데이터에 대한 정보보호는 많이 취약한 편이다.워터마킹 기법은 GIS데이터의 불법적 도용 및

배포를 막기 위한 좋은 정보보호 기법으로 활용할 수 있다.

따라서 본 논문에서는 벡터 데이터의 기본성분인 폴리라인/폴리곤 성분 특성을 이용하여 GIS벡터 지도

에 적합한 강인한 워터마킹 기법을 제안한다.제안 기법은 워터마크 검출을 위하여 원본을 사용하지 않으

며 워터마크 삽입시 삽입 벡터 맵의 비가시성도 고려하였다.제안 기법에서는 그룹으로 묶인 폴리라인/폴

리곤의 길이 정보/지름 정보를 이용하여 워터마킹을 수행한다.그리고 워터마크 비트의 값에 따라 폴리라

인/폴리곤들을 적절한 그룹으로 묶어 각 성분들의 길이/지름 값들의 국부적 평균값을 변경한다.또한,워터

마크의 보안성 및 강인성 확보를 위하여 PRNS(pseudo-random numbersequence)를 이용하여 워터마크를

암호화 한 후 비트스트림의 길이를 증가하여 대상 맵에 삽입한다.

실험결과를 통하여 다양한 공격들에 대하여 제안 기법의 비가시성,보안성 및 강인성이 보장됨을 확인하

였고 원본없이 워터마크 검출이 가능함을 보였다.
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Abstract                  

Today,informationsystemsareundergoingmuchimprovementandtheyareable

tocreate,manipulate,storeandusespatialdatamuchfasterandatarapidrate

as compared to conventionalmethods.As the necessity of the geographic

information and the position information has been augmented,the geographic

information system (GIS)hasbeen widely used in thecity planning,utilities

management,naturalresourceenvironment,landsurveyingandsoon.MostGIS

mapusethevectordataforrepresentinggeographicinformationmoredetailand

easier.ButGISvectormapcanbecopiedeasily,editedanddiffusedillegallylike

asmostofdigitaldata.Thereforethewatermarkingschemehasbecomenecessary

topreventplagiarizingcasesofGISdata.

Thispaperproposeaninvisibleblind,safetyandrobustwatermarkingscheme

forthecopyrightprotection ofGIS vectordigitalmap by using thepolyline/

polygongeometriccharacteristics.Inourscheme,wecalculatethelength/perimeter

ofallpolylines/polygonsinamapandclusterpolylines/polygonstosomegroups.

Andthenweembedawatermarkbitbychangingthelocalmeanlength/perimeter

of polylines/polygons of a suitable group.For getting greater safety and

robustness,we use PRNS (pseudo-random number sequence)processing the

watermarkandembedthewatermarkmultipletimesinallmap.Ourschemehasa

goodinvisible,safetyandrobustnessagainstvariousgeometricattacksasshow in

experimentalresult,andneednottheoriginalmapintheextractingprocessof

watermark.
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Ⅰ.Introduction

With the digitaltechnology and internetdeveloping,the application of

digitaltechnology can seeeverywherein ourdaily life,with extending

human’sscopeofactivity,thedemandofgeographicinformationismore

andmore.Geographicinformationsystems(GIS)hasbecomethenecessary

technique.GISisasetoftoolsthatcaptures,stores,analyzes,manages,

and presentsdata thatarelinked to location(s).Itiswidely used in

variousfields;cartography,remotesensing,landsurveying,publicutility

management,naturalresource management,photogrammetry,geography,

urban planning,emergency management,navigation,aerialvideo,and

localizedsearchengines[1].

GISisacomputerbasedinformationsystem usedtodigitallyrepresent

andanalyzethegeographicfeaturespresentontheEarth'surfaceandthe

events(non-spatialattributeslinkedtothegeographyunderstudy)that

takingplaceonit.Themeaningtorepresentdigitallyistoconvertanalog

(smoothline)intoadigitalform.GISdigitalmapscanbeclassifiedinto

eitherraster-digitalorvector-digitalmaps.A rasterdigitalmaprepresents

amapasrasterimagedata,i.e.,animagerepresentedby2D arrayof

pixels.Vectordigitalmapsemploygeometricalprimitivessuchaspoints,

lines,polylines,andpolygonstorepresentobjectsinthemaps,suchas

buildingoutlines,roads,rivers,andcontourlines.ButsinceaGISdigital

mapiseasytobeupdated,duplicated,anddistributedbyanyuser,itmust

beprotectedbyanyscheme.Digitalwatermarkingisacoretechnology

andaneffectivemethodtocountersuchabuses.

Digitalwatermarkingistheprocessofembeddinginformationintodigital

multimedia content such that the information (which we call the

watermark)canlaterbeextractedordetectedforavarietyofpurposes

including copy prevention and control.Digitalwatermarking adds a

structure called watermark to achieve that the target data object

imperceptibly and inseparably.The information thatis encoded to the
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watermark can be used to identify the copyrightownerorto detect

tampering[2].Digitalwatermarkinghasbecomeanactiveandimportant

areaofresearch,anddevelopmentandcommercializationofwatermarking

techniques is being deemed essentialto help address some of the

challengesfacedbytherapidproliferationofdigitalcontent.

Astherasterdigitalmaprepresentsamapasrasterimagedata,most

ofthewatermarkingalgorithm developedfordigitalimagescanbeapplied

to therasterdigitalmaps.Let'sbegin with areview oftheexisting

representativesoftheimagewatermarkingtechniques.Inimageprocessing

there is two broad categories:spatialdomain methods and frequency

domainmethods.Theterm spatialdomainreferstotheimageplaneitself,

andapproachesinthiscategoryarebasedondirectmanipulationofpixels

in an image.Frequency domain processing techniques are based on

modifyingtheFouriertransform ofanimage.Corresponding,thereisalso

twocategorieswhich arespatialdomain methodand frequency domain

methodinimagewatermarkingtechniques[3]-[4].

In avectordigitalmap,connectivity among objects,e.g.,vertices,is

specified explicitly,and the distance between vertices are irregular.

Consequently, standard techniques such as Fourier or wavelet

transformationusedinimagewatermarkingalgorithmscannotbeapplied

readily.Probably due to these difficulties,we know ofonly a few

publishedworksonwatermarking vectordigitalmapsuchasOhbuchi's

[5],Kim's[6]-[7]andChang's[8]-[9]watermarkingalgorithm.

Thispaperproposeaninvisibleblindandrobustwatermarkingscheme

forthe copyrightprotection ofGIS vectordigitalmap by using the

polyline/polygongeometriccharacteristics.Theproposedschemeisbased

on the polyline/polygon type data ofEnvironmentalSystems Research

Institute(ESRI)shapefile,whichisapopulargeospatialvectordataformat

forGIS.Inourscheme,wecalculatethelength/perimeterofallpolylines/

polygonsinamapandclusterpolylines/polygonstosomegroupswiththe

uniform step oflength/perimeterdynamic range.Afterthatwe input

watermarkingmessageandusePRNS (pseudo-random numbersequence)



- 3 -

processingthewatermarkbittoimprovedsecurity.Andthenweembeda

processedwatermarkbitbychangingthelocalmeanlength/perimeterof

polylines/polygonsofasuitablegroup.Forgettinggreaterrobustness,we

alsoembedthewatermarkbitsmultipletimesinallthemap.Inembedding

process ofwatermark,weproducesomekeysthatareneeded in the

extracting processofwatermarksuchasPRNS.Finally,weusesaved

keysto extractwatermark bitsin thesubgroupsand usea checkout

methodtogettheoptimizedwatermarkmessage.Ourschemeneednot

originalmap in the extracting process of watermark while satisfy

invisibility[5]-[9]and[14]-[27].

From experimentalresults,we confirmed thatthe artifacts by the

embeddedwatermarkcannotbeobservedbyusers,andthewatermarkwas

notdamagedordetectedbyotherdesigners.Andthewatermarkhasthe

robustnessagainstgeometricattackslikeastranslation,rotation,random

noise,insertanddeletevertex,scramblingoforderofgeometricprimitives

inadatafile,andcropping.

Therestofthepaperisstructuredasfollows.Inthenextpart,we

introduceGIS datasystem and structure.In partⅢ,wedescribethe

conventionalwatermarking algorithm ofvector digitalmap.Then we

presentproposedwatermarkingalgorithm inpartⅣ.Afterthatweshow

theexperimentalresultsin partⅤ.In partⅥ,itisasummary and

conclusion.
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Ⅱ.GISDataSystem andStructure

GeographicInformationSystem (GIS)isasystem ofhardware,software

and procedures to facilitate the management, manipulation, analysis,

modelling,representation and display of georeferenced data to solve

complexproblemsregardingplanningandmanagementofresources.GIS

have emerged in the lastdecade as an essentialtoolforurban and

resource planning and management.Their capacity to store,retrieve,

analyse,modelandmaplargeareaswithhugevolumesofspatialdatahas

ledtoanextraordinaryproliferationofapplications.Geographicinformation

systems are now used for land use planning,utilities management,

ecosystemsmodeling,landscape assessmentand planning,transportation

and infrastructure planning,marker analysis, visual impact analysis,

facilitiesmanagement,taxassessment,realestateanalysisandmanyother

applications.

2.1GISDataComponents

GIS data consistsofspatialdata and attribute components.In spatial

component,theobservationshavetwoaspectsinitslocalisation:absolute

localisation based in a coordinates system and topologicalrelationship

referredtootherobservations.Example:TheDepartmentofGeomaticsis

locatedattheparticularcoordinateX,Y,or,TheDepartmentislocated

betweenGrattanStreetandOldEngineeringBuilding.A GIS isableto

managebothwhilecomputerassistedcartographypackagesonlymanage

theabsoluteone[10].Inattributecomponent,thevariablesorattributes

canbestudiedconsideringthethematicaspect(statistics),thelocational

aspect(spatialanalysis)orboth.Forexample,apolygonrepresentalake,

theattributeofthelakemaycontainlake'sperimeter,lake'sarea,lake's

depth,waterqualityorpollutionlevel.
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2.2RasterDataandVectorData

Spatialdataincludetwodatatypes:RasterdataandVectordata.Inraster

type data,a setofcells located by coordinate is used;each cellis

independentlyaddressedwiththevalueofanattribute.Eachcellcontainsa

singlevalueandeverylocationcorrespondstoacell.Onesetofcelland

associatedvalueisaLAYER.Rastermodelsaresimplewithwhichspatial

analysisiseasierandfaster.Rasterdatamodelsrequireahugevolumeof

datatobestored,fitnessofdataislimitedbycellsizeandoutputisless

beautiful[11].Vectordataisdefinedbythevectorialrepresentationofits

geographicdata.Itisrepresentedintheform ofcoordinates.Invector

data,thebasicunitsofspatialinformation arepoints,lines(arcs)and

polygons.Eachoftheseunitsiscomposedsimplyasaseriesofoneor

morecoordinatepoints,forexample,alineisacollectionofrelatedpoints,

andapolygonisacollectionofrelatedlines.

Figure1.VectorandRasterdatarepresentRealWorldMap.

Figure1showsvectorandrasterdatarepresentationoftherealworld

phenomena.Table1showssomemainGISdataformatsaboutvectordata

andrasterdata.
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Table1.GISdataformatsaboutvectordataandrasterdata.

Format FormatContent

Shapefile

․A geospatialvectordataformatforgeographicinformation

systemssoftware.

․Stores nontopologicalgeometry and attribute information

forthespatialfeaturesinadataset.

․Requirelessdiskspaceandareeasiertoreadandwrite.

․Supportpoint,line,andareafeatures.

TIGER

․Topologically Integrated Geographic Encoding and

Referencing.

․UsedbytheUnitedStatesCensusBureau.

․The most well-integrated and automated geographic

database.

DXF

․DrawingExchangeFormatorDrawingInterchangeFormat.

․CreatedforthepurposeofexchangingdatainAutoCAD.

․SaveasbinarydataformatandASCIIdatatypes.

TIFF

․TaggedImageFileFormats.

․Savesthescannedimagesandreadsthem.

․Userunlengthandotherimagecompressionschemes.

GIF

․GraphicInterchangeFormat.

․A file formatforimage files,commonly used on the

internet.

․Itiswell-suitedforimageswithsharpedgesandrelatively

few gradationsofcolor.

As Table 2 shows thatthe vectordata has more advantage less

disadvantagethan rasterdata[12],especially,vectordataallowsmuch

moreanalysiscapabilitysuchasroads,power,rail,telecommunication,etc

(Examples: Best route,largest port,airfields connected to two-lane

highways)whilerasterdatacannotdisplayallthecharacteristicsofthe

features,andbasedoncoordinatedigit'svectordatahasmoresuitableby

computerprocessingthanrasterdatabasedonimage.So,inthedigital

maps,itisusuallyusevectordatatostoragegeographicinformation.Also
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theGISwatermarkingschemeproposedinthispaperisbasedonvector

data.

Table2.Theadvantagesanddisadvantagesofvectorandraster.

Vector Raster

Advantage

1.Highresolution

2.Workswellwith
boundaries

3.Explicitrepresentation
oflinearfeatures

4.Efficientstorageof
sparsedata

1."Easy"creationfrom image
data

2.Easytooverlay

3.Efficientstoragefordense,
heterogeneousdata

Disadvantage

1.Manipulationsrequire
sophisticatedalgorithms

2.Processingcanrequire
lotsofcomputertime

3.Inefficientstorageof
densedata

1.Mustpre-definespatial
resolution

2.Requireslargeamounts
ofstoragespace

3.Inefficientwhendatais
sparseorhomogeneous

4.Dealspoorlywithlinear
features

2.3ShapefileFormat

Theshapefile[13]isapopulargeospatialvectordataformatforgeographic

information systems software. It is developed and regulated by

EnvironmentalSystemsResearchInstitute(ESRI)asaopenspecification

fordata interoperability among ESRIand othersoftware products.A

shapefilestoresnontopologicalgeometryandattributeinformationforthe

spatialfeaturesinadataset.Thegeometryforafeatureisstoredasa

shapecomprisingasetofvectorcoordinates.Shapefilescansupportpoint,

line,and area feature.Area features are represented as closed loop,

double-digitizedpolygons.AttributesareheldinadBASEformatfile.Each

attributerecordhasaone-to-onerelationshipwiththeassociatedshape
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record.

AnESRIshapefileconsistsofamainfile,anindexfile,andadBASE

table.Themainfileisadirectaccess,variable-record-lengthfileinwhich

eachrecorddescribesashapewithalistofitsvectors.Intheindexfile,

eachrecordcontainstheoffsetofthecorrespondingmainfilerecordfrom

thebeginningofthemainfile.ThedBASEtablecontainsfeatureattributes

withonrecordperfeature.Theone-to-onerelationshipbetweengeometry

andattributesisbasedonrecordnumber.AttributerecordsinthedBASE

filemustbeinthesameorderasrecordsinthemainfile.Thesuffixfor

themainfileis.shp.Thesuffixfortheindexfileis.shx.Andthesuffix

forthedBASEtableis.dbf.Notethatthemainfile,theindexfile,andthe

dBASE filehavethesameprefix.Forexample,xiaojiao.shp(mainfile),

xiaojiao.shx(indexfile)andxiaojiao.dbf(dBASEfile).

Themain file(shp)contains a fixed-length file headerfollowed by

variable-length records.Each variable-length record is made up ofa

fixed-length record headerfollowed by variable-length record contents.

Figure2illustratesthemainfileorganization.

Figure2.OrganizationoftheMainfile.
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Themainfileheaderis100byteslong.Figure3showsthefieldinthe

fileheaderwiththeirbyteposition,value,type,andbyteorder.Inthe

figure,positioniswithrespecttothestartofthefile.

Figure3.DescriptionoftheMainFileHeader.

Therecordheaderforeachrecordstorestherecordnumberandcontent

lengthfortherecord.Ithasafixedlengthof8bytes.Figure4showsthe

fieldintherecordheaderwiththeirbyteposition,value,type,andbyte

order.Inthefigure,positioniswithrespecttothestartoftherecord.

Figure4.DescriptionofMainFileRecordHeader.

Therecordcontentsofashapetypefollowedbythegeometricdatafor

theshape.Thelengthoftherecordcontentsdependsonthenumberof

partsandverticesinashape.Figure5showsthepossibleshapetypes.
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Figure5.Theshapetypeandthecorrespondingvalue.

Theindexfile(.shx)containsa100-bytesheaderfollowedby8-bytes,

fixed-lengthrecords.Figure6showstheindexfileorganization.

Figure6.Organizationoftheindexfile.

Theindexfileheaderisidenticalinorganizationtothemainfileheader

describedabove.Thefilelengthstoredintheindexfileheadersisthe

totallengthoftheindexfilein16-bitswords.

Thei'threcordintheindexfilestorestheoffsetandcontentlengthfor

thei'threcordin themain file.Figure7showsthefieldsin thefile

headerwiththeirbyteposition,value,typeandbyteorder.Inthetable,

positioniswithrespecttothestartoftheindexfilerecord.
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Figure7.DescriptionofIndexRecords.

Theoffsetofarecordinthemainfileisthenumberof16-bitwords

from thestartofthemainfiletothefirstbyteoftherecordheaderfor

therecord.Thus,theoffsetforthefirstrecordinthemainfileis50,

giventhe100-byteheader.

ThedBASEfile(.dbf)containsanydesiredfeatureattributesorattribute

keystowhichothertablescanbejoined.ItsformatisastandardDBFfile

usedbymanytable-basedapplicationinWindows.Anysetoffieldscan

bepresentinthetable.Thetablecontainonerecordpershapefeatureand

therecordorderisassameastheorderofshapeinthemainfile(.shp).

Becauseshapfilesdonothavetheprocessingoverheadofatopological

data structure,they haveadvantagesoverotherdata sourcessuch as

fasterdrawingspeedandeditability.Shapfileshandlesinglefeaturesthat

overlaporthatarenoncontiguous.Theyalsotypicallyrequirelessdisk

spaceandareeasiertoreadandwrite.Andthereissomanysoftwares

support shapefile formatsuch as ARC/INFO,PC ARC/INFO,Spatial

Database Engine (SDE),ArcViewGIS and BusinessMap.Also,we can

directlycreateormodifyshapefilebycreatingaprogram accordingtothe

shapefilespecifications.So that,wechooseshapefileformatto do our

researchaboutembeddingwatermarkingindigitalvectormaps.
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Ⅲ.ConventionalWatermarkingAlgorithm

ofVectorDigitalMap

Inthissection,inordertofacilitateunderstandingtheproposedscheme,

wewillintroducethemethodofOhbuchi,Kim andChangrespectively.

3.1Ohbuchi'sWatermarkingAlgorithm

Ohbuchi.ect[5]proposedanearliestschemethatembeddingwatermarks

forvectordigitalmaps.This scheme dividethevectormap to many

rectanglesinordertoimproverobustnessingeometricvariationlikeas

translation,cropping.A watermark bitis embedded by displacing an

averageofcoordinatesofasetofverticesthatliesinarectangulararea

created on a map by adaptively subdividing themap.Thewatermark

embedding using PRNS (pseudo-random number sequence) improved

security.Thewatermarkextracting needoriginalmapandwatermarked

map.

Ohbuchischemedescribethreeareasubdivisionmethods;(1)Uniform

(UNIF),(2)Quadtree(QUAD),and(3)Modifiedquadtree(MQUAD).Each

methodsubdividesagivenmapasdescribedbelow.

‧ Uniform (UNIF): Subdivide the map into ×  uniform size

rectangularsub-areas.

‧Quadtree (QUAD):Subdividethemap adaptively according tothe

area-quadtreealgorithm sothateveryrectanglecontainmorethan 

vertices.

‧Modifiedquadtree(MQUAD):Subdividethemapadaptivelyaswith

theQUADmethod.Ifasubdivisioncreatedarectanglecontainingless

than  vertices,therectangleismergedwithanadjacentrectangleat
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thesamesubdivisionlevel.Ifthereweremorethanonecandidatefor

thepairing,theonewiththesmallestnumberofverticesischosen.

Figure8.AnexampleofUniform (UNIF)decomposition.

Figure9.AnexampleofQuadtree(QUAD)decomposition.

Asmentioned,theoriginalmapisdividedto      rectanglesby

using UNIF,QUAD orMQUAD.Afterthesubdivision,thedatatobe
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embeddedisan -dimensionalbitvectora   inwhicheachbit

∈,eachbit isspreadspatiallyoverthemapbyduplicatingeach

symbolbychiprate ,producingawatermarksymbolvectorb,

∈ oflength ∙.Finally,the bitvector  is converted to an

embeddingsymbolvectorb′ 
′ 
′ 

′  
′∈.


′    i f  

  i f  
(1)

Thecoordinateofthevertex afterwatermarking iscomputedby the

followingformula:

 
′ ‧  ‧ , (2)

Here, indicatesithrectanglethatcontains vertices. and are

thecoordinateofmthvertices( )intheithrectanglepriortoand

afterwatermarking,respectively.∈ bethepseudo-random number

sequence(PRNS)generatedfrom aknownkey ,theextractionrequires

thekey usedfortheembedding. ( )bethemodulationamplitude.

Theextractionrequiresoriginalmapandkey .Thewatermark  can

beeasyobtainedthroughtheformula(3)∼(6).


 


 ,

 
 



 (3)

Here, betheaverageofcoordinatesofverticesintheithrectangle

priortothewatermarking, betheaverageofcoordinatesofverticesin

theithrectangleinwatermarkedmap.

  
 

 

 ‧   
 




′ ‧  ‧ 

 (4)
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  ‧  ‧ 
′ (5)

where takesoneofthetwovalues.

  (6)

The string  can easily be converted to the originalmessage bit

sequence byapplyinganinverseofthemappingastheembedding.

Ohbuchi.ectmethodusePRNSandrepeatedlyembedthewatermarksto

improverobustnessagainstvariousattack.Themethodhasashortcoming

thatneedoriginalmapwhenextractingthewatermark.Andthemethod

hastheweakrobustnessagainstattacksofnoiseaddition,translationand

soon.

3.2Kim'sWatermarkingAlgorithm

Kim [6]-[7]proposeacopyrightprotectionofGIS vectormapbasedon

polylineofDXFfileformat.Thisschemeselecttheembeddingtargetlayer

ofpolylineandgeneratepolylinedatagroupusingthelengthofconnected

lines.Andthenembedeachwatermarkbitintothelinelengthofpolyline

databychangingallcoordinatesofverticesaccordingtotheconstraintof

therobustnessandtheinvisibility.

Firstly,Kim selectsrandomlyanylayeramonglayersthatthenumber

ofpolylinecomponentisabove timesthewatermarkbitnumber and

determinesthislayer asthetargetlayer.

Thus,thetargetlayer hasthepolylinedata.

  ∈, ×. (7)
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A polylinecomponent ∈ has  verticesconnectedeach

otherand≠.

Calculatesacenterpoint ofallverticesthatincluded in polyline

components ∈  intheselectedlayer.

Setthereferencelength andtheembeddinglength,forembedding

abitintoaselectedpolylinecomponent.

  
  ∥∥∥∥ (8)

 ∑  
∥∥ (9)

Thewatermarkbit∈ isembeddedintothedifferencebetweenthe

reference length and the embedding length; if  ,then  .

Otherwise, .
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Figure10.Embeddingawatermarkbitbythereferencelengthandthe

embeddinglengthinapolylinecomponentwith5vertices.

Inordertosatisfythiscondition,Kim changethecoordinatesofvertices

thatincludedintheembeddinglength.


′ 

 ∈ (10)
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
∥
∥ (11)

   i f  ＆≤or ＆  i f  ＆or ＆≤
(12)

 is    and  is   .Embeddingvertices ∈ are

changedbyformula(10)untiltheembeddingconditionissatisfied.

Thewatermarkextractingprocesswasperformedbyusing theindex

 ∈  ofthetargetpolylinesetthatarestoredintheembedding

process.Andthewatermarkedpolylineset


 ∈  intheorderof

thewatermarkbitindex.

Calculatethereferencelength
 andtheembeddinglength

 ina


andextractthewatermarkbythedifferencebetween
 and

.

Kim schemeselectsthelinedistributionofpolylinecomponenttothe

embedding target.The watermark bit is embedded by compare the

referencelengthwithembeddinglengthimproverobustnessagainstvarious

geometricattacks.Thisschemecanonlyprocessingpolylinetype,andneed

repeatedlychangevertices'coordinateswhilerelativelylargedependenceon

points.

3.3Chang'sWatermarkingAlgorithm

Chang [7]-[9]proposesablindwatermarking schemeforthecopyright

protectionofGISvectormapsbyusingthegeometricalcharacteristicsof

thepolygonbasedonDXFfileformat.Themethodthatselectthelayer

wherewatermarkisembedded.Andthen,shecalculateeachsurfacearea

ofpolygonsandMAPG (meanareasofpolygongroup)intheselected

layer.Using thecalculatedMAPG,allpolygonsinthelayerhavebeen

groupedintosimilarareadistributions.Finallythewatermarkisembedded

bychanging eachmeanareadistribution ofthegroupedpolygonswith

transparencyandrobustnessofthewatermark.
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Thealgorithm thengroupspolygondata into setsaccordingtothe

distribution of the polygon area.In the grouping process,allareas

 ∈   areobtainedbyusingformula(13).

  



 



 (13)

Themeanarea ofallpolygonsiscalculatedbyusingformula(14).

∑ 
  (14)

Thevalueofthearea  within  ×  isclassifiedinto  sections.

Polygonsets  ∈  with  sectionsbygroupingallpolygondata

intoeachsectionaccordingtotheirarearange.

  

  


∈   (15)

Here, ispolygondatain  thatitsarea  iswithinarearange

  oflth.Section isthenumberofpolygondatagrouped

intoaset.

Thisalgorithm selectsrandomly  setsamongtotal setsbyusing

indexfunction.Thus,theembeddingtargetsets .

  ∈  where  ≠ ∈   (16)

  

 


∈  (17)

Theindexinformation∈  isstoredtoextractthewatermark.
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Figure11.Embeddingawatermarkbit intolocalmean
 ofany

section.

Thewatermarkbit∈  isembeddedintothelocalmeanarea
 of

allpolygondatainjthset asfollows:

∑ 
  (18)


′ ∈


















 i f  










 i f  

(19)

Thus,thewatermarked
′ canbecalculatedbyformula(20).


′

 


∑
 

  


∑
 



(20)

Thewatermarked2D coordinates  canbefinallycalculated

byformula(21)and(22).


′ 





 








  (21)
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
′ 





 








  (22)

Thewatermarkextractingprocesswasperformedbyusingtheindexof

thetargetlayerandtheindex  ∈  ofthetargetpolygonset

thatarestoredjintheembeddingprocess.

Firstly,thisalgorithm selectsthetargetlayer  inthesuspectedGIS

digitalmap∈  andgroupsallpolygondatain .Afterobtaining

the watermarked polygon sets  ∈  in the order of the

watermarkbitindex,thelocalmeanarea ofpolygondataineachset

 iscalculated.Thewatermarkbit
 canbeextractedbytherange

wherein is.











 i f 









 i f 








(23)

Chang schemefocuseson thewatermark embedding using themean

areaofpolygonintheselectedlayerimproverobustnessagainstRST,data

orlayercutting and rearrangement,and othergeometricattacks.This

scheme can only processing polygon layer,and the mean area after

watermarkingneedrepeatedlycomputingforsatisfyformular(19).

Table 3 shows the performance of the three algorithm as above

statement.Eachalgorithm hassomedeficiency.Thisproposedpaperwill

solve these disadvantage, as well as the proposed scheme satisfy

invisibilityandrobustness.
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Table3.TheperformanceofOhbuchi,Kim andChangalgorithm.

Ohbuchi Kim Chang

Invisibility Yes Yes Yes

Processtype polyline/polygon polyline polygon

Simplification Yes No No

Geometric

attacks
Yes Yes Yes
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Ⅳ.ProposedWatermarkingAlgorithm

Asmentioned,GISdatastructurecanbemadeofdifferentformats.The

proposedschemeisbasedonESRIshapefilewhichisapopulargeospatial

vectordataformatforGIS map.Here,weusethepolyline/polygontype

dataofESRIshapefile.

Toembedwatermark,wecalculatethelength/perimeterofallpolylines/

polygonsinamap,andfindtheminimum andmaximum length/perimeter.

Throughdividingthedynamicrange minmax  into groups,weclassify

thepolylines/polygonsto groupswiththeuniform step maxmin .

Theminimum length/perimeter(min)andmaximum length/perimeter(max)

willbesaved askeysforextracting watermark whilethenumberof

groups()besaved.Forimprovingthesafety,wedoPRNSprocessing

withthewatermarkbits.Andthen,weembedaprocessedwatermarkbit

to the localmean length/perimeterofpolylines/polygons in a suitable

group.Thesuitablegroupismeanthathow manypolylines/polygonsina

groupsissuitableforembeddingwatermark.Themorepolylines/polygons

inagroups,themoresafetyandrobustness,butthelessenablegroups

forwatermarking.Thesuitablevaluesisdefinedbyuser,herewedefined

it10.Lastly,we embed the watermark to thevertices’coordinate of

polyline/polygon.Whenthewatermarkedmapiscreated,weneedcalculate

theaveragelength/perimeterofallpolylines/polygonsaskeys.Through

savedkeyswecanobtainthewatermarkswithoutoriginalmapinthe

extractingprocessofwatermarkwhilesatisfyinvisibility.Figure12shows

theprocessofwatermark embedding.Figure13showstheprocessof

watermarkextracting.
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Figure12.Theprocessofwatermarkembedding.

Figure13.Theprocessofwatermarkextracting.
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4.1WatermarkEmbedding

This paperoffers a method thatusing the mean length/perimeterof

polylines/polygonsinGIS vectormap.Theproposedschemedividedthe

polyline/polygoninto groupaccordingtotheirlength.Thenembedthe

watermarkbitintosomegroups.

Inthispaper,weusing polyline/polygonofESRIshapefileformat.In

shapefileformat,apolylineconsistsoftwoormoreverticesandthefirst

andlastvertexarenotequal.Whereas,apolygonconsistsofabovefour

verticesandthefirstandlastvertexareequal.Itisso-calledasaclosed

polyline.AndFigure14showsanexampleofthepolylineandpolygonina

GISdata.

(a) (b)

Figure14.Anexampleof(a)apolylineand(b)apolygon.

Inordertosatisfyrobustnessofvariousattacksintheprevioussection,

weprovideawatermarkingmethodaboutthepolylinelengthdistribution

orpolygon perimeterdistribution.According to the distribution ofthe

length/perimeter,allpolylines/polygonsareassignedtodifferentgroupsby

theirlength/perimeter.Thelengthofpolylineortheperimeterofpolygon

arechangedininvisibilityrange.

Thisproposedschemeisbasedonthepolyline'slengthorpolygon's

perimeter.First of all,we obtain lengths  of allpolylines  
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∈   ≠ orperimeter ofallpolygons  ∈  .

The length ofeach polyline or the perimeter ofeach polygon is

calculatedusingtheformula(24).

 ∑∥
∥ (24)

And then,find minimum length/perimeter min and maximum length/

perimetermax from alloflength/perimeterofpolylines/polygons,sogetthe

dynamicrange minmax  ofthelength/perimeterwithmaximum length/

perimeter max and minimum length/perimeter min and then dividethis

range to  groups by using the uniform interval∆.Allpolylines/

polygonsareallocated to any group by using theirlengths/perimeters.

Figure15shows groupsthataredividedbytheuniform interval.

Figure15.Groupsofpolylines'length/polygons'perimeterdividedbythe

uniform interval.

∆ maxmin (25)

From thisprocess,weget groups∈   whilepolylinesor

polygons of each group are expressed as formula (26) and (27),

respectively.

  min∆≤ min∆∈  (26)

  min∆≤ min∆∈   (27)
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Thus, isith.groupthatincludespolylines/polygons withthe

length/perimeter intherangemin ∆min ∆ ,and  and  are

thenumberofpolylinesandpolygonthatareallocatedtothisgroup.

Here,weneedstoretherange minmax  andgroupnumber thatas

keythroughthekeygenerationprocess.Sothatwewouldnotneedthe

originalGISmapinthewatermarkextractionprocessing.

Notethattherearetotal groups,butsomegroupsmaynotinclude

polylines/polygons.We selected somegroupsthatincludeten ormore

allocatedpolylines/polygonsforconsideringsafetyandrobustness.Assume

thatthereare usablegroups,wecanembed  numbersofwatermark

bitintotheselectedgroupsbyonebitonegroup.

Forincreasingrobustnessofthewatermarkagainstattacking,weuse

multiplicity time'swatermark messagerepeating method.Itrepeatsthe

entiremessagebitstring multiplicity timesaccording to usableembed

groups .The more repeat times,the more robustness,but less

watermarkmessage.Assumethattherepeattimesis,sothewatermark

messagelengthis .Wecansettherepeattimesaccordingto

how longthewatermarkmessageandhow muchtherobustnesswewish.

Althoughtheeffectivewatermarkbitsis,wewillcontinuerepeatthe

watermarkmessagetomakeeachusablegroupsembeddedawatermark

bitaswesaidabove.Thus,thenumberofembeddingwatermarkbitsis

..

  Wealsocaninputwhateverwatermarkmessagewewishinthelimit

length.Thenwechangethewatermarkmessagesintowatermarkbits

sequence∈ ∈ .Forconsideringthesafety,wewillchange

thewatermark bitsvalueby pseudo-random numbersequence(PRNS).

ThePRNSlengthcansetbyusintherangeofoneto.Ifthelength

ofPRNSis,wegeneratethePRNS  ∈ ∈ andsaveit

askey.Thenweuse ⊙∈    getnew watermarkbit

sequence∈ ∈  whichhadencryptedbyPRNS.

Afterthatweembedawatermarkbit∈∈  by using the

mean length/perimeter  and thecentervalue  of group.Sowe
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calculatethemeanlength/perimeter ineachusablegroup  andthe

centervalue of group.Themeanlength/perimeter
 of/ in

groupiscalculatedusingtheformula(28).

∑ (28)

Thecentervalue of groupiscalculatedusingtheformula(29).

 min∆ (29)

Wewillchangethemeanlength/perimeterofpolyline/polygonaccording

totheembedded watermark .Thus,if  ,then themean length/

perimeter shouldbelessthanthecentervalue .Orif ,thenthe

meanlength/perimeter shouldbeequalorgreaterthanthecentervalue

.We change the mean length/perimeter
 to


 forsatisfying the

followingembeddingcondition(formula30).
















min
∆≤



   i f 

≤




min
∆ i f 

(30)

Ifthemeanlength/perimeter inagroupiswithinthespecifiedrange

satisfyingtheembeddingcondition,itshouldbenotchanged.Otherwise,

themean length/perimetershould bechanged forsatisfying theabove

condition.In this case,we should adjust the mean length/perimeter

dependingonthedistancebetweenthemeanlength/perimeter andthe

centervalue,forconsideringtheinvisibility.
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i f 

i f ∈ i f ∈min∆






 




min∆


(31)

i f  

i f ∈min∆ i f ∈





min∆ 





(32)

 min∆ (33)

 min∆ (34)

Figure16.Thespecificdiagram representationoftheembeddingmethod.

Inthismethod,weshouldknow twoothervalues and withthe

centervalue togethertodecidethenew meanlength/perimeter.Here,

and  are the median ofthe range min ∆  and min ∆,

respectively.

Sincethe proposed schemeusing polyline/polygon ofERSIshapefile.

Here,polylineandpolygonarebasedonthepoints,soweshouldchange

the coordinates ofvertices in polylines  ∈   or polygon

 ∈   that are allocated in a group . Finally, the
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watermarkedvertices
 canbeobtainedby(35)and(36).


  ∀∈  or∀∈  (35)

 isthefirstvertexinapolyline/polygon /, ischangerate.

 

 (36)

Bytheaboveprocess,wechangeallverticesofpolylines/polygonsin

eachgroupaccordingtotheembeddingcondition.


 ∑

 or

 ∑

 (37)

  Afterembeddedthewatermarks,weshouldcalculatethemeanlength 

ofallpolyline  orthemean perimeter
  ofallpolygon  in the

watermarkedmap.Andweneedstorethemeanlength/perimeter  that

askey,itisusedwhenwatermarkedmapisscaled.

4.2WatermarkExtracting

Thewatermark extracting processwasperformed by using thekeys

stored in the embedding process.The specific extracting process of

watermarkinapiratedGISmapissimilarastheembeddingprocess.

Firstly,wecalculatethelengths/perimeters
′ ofallpolylines/polygons

inawatermarkedmap.


′∑∥


′ 
′ ∥ (38)

Then,weusekeythatistherange minmax  andgroupnumber

thatarestoredinthewatermarkembeddingprocessing,dividethisrange
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to groupsbyusingtheuniform interval∆ asthesameasembedding

process.Allpolylines/polygonsinwatermarkedmapareallocatedtoany

groupbyusingtheirlengths/perimeters.

Inthesameway,wecalculatethemeanlength/perimeter
′ of usable

groupinwatermarkedmap.Becauseofweusingtherange minmax  and

group number  arenotchange,thecentervalue 
′ of group in

watermarkedmapthatis.

Extractawatermarkbit
′ bycomparingthemeanlength/perimeter

′

andthecentervalue of usablegroup.Ifthemeanlength/perimeter

′

lessthanthecentervalue  ofthecorrespondinggroup,theembedded

watermarkshallbe0;Ifthemeanlength/perimeter
′ equalorgreater

than the center value  of the corresponding group,the embedded

watermarkshallbe1.


′ 








 i f min∆≤


′

 i f ≤


′min∆

(39)

Afterweextractwatermarkbitssequence′ 
′∈  ,weneeduse

PRNStodecryptit.Thedecryptwatermarkbits ′
′∈ ∈  will

begotby 
′

′⊕∈   .Wecanjudgewhetherapirated

mapiscopiedornotbyverifyingBERof ′ and.

In watermark embedding part, we illustrate a method that use

multiplicity time’swatermark messagerepeating methodthatobtain the

very wellapplication in the case ofthe map was attacked.Ifthe

watermarkedmapwasattacked,thelength/perimeterofsomepolylines/

polygonsmaybechanged.Inotherword,somewatermarkbitsmaybe

false.Inordertoillustratingtheprocessofcheckingwatermarkbits,we

assumethatthelengthofwatermarkis  (thetotalwatermarkbitsis

×)andthewatermarkrepeattimesis.

Wesetthefirstgroupofwatermarkasthestandard,andstartingfrom

thesecond group untilthe  group,compare each bitwith thefirst
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group’s bits.By counting the numberofbits  (∈, ∈ ×,

includingthefirstsectionbits)whicharesameasthecorrespondingbits

offirstgroup,wecangeteachbit’srate()underthefirstgroup

standard.Becausethefirstgroupmaynotthecorrectwatermarkmessage,

thebits’rateisnotreallycorrectrate.Iftherateofbitisgreaterthan

50%,weconsiderthatiscorrectandthebitistruebit,andconversely,

therateofbitislessthan50%,weconsiderthatisimproperandthetrue

bitiscontrarytothisbit.Aftercheckeachbit,wecangetagroupof

correctwatermark bits,and also,we can getthe correctwatermark

message.Inaddition,asagroupcorrespondingtoembeddingabitanda

groupofpolylines/polygonscorrespondingtoagroup,wecanknow which

group of polylines/polygons is serious attacked according to the

correspondingbitiserror.
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Ⅴ.ExperimentalResultsandAnalysis

To evaluate invisibility and robustness of proposed watermarking

technique,weselect10maps(5polylinesand5polygons)ofMasanare

basedonERSIshapefileformat.

As in partⅣ,we described watermark embedding,we divided all

polylines/polygonsinto groupsaccording to theirlength.Becausesome

groupsmaynotincludepolylines/polygons,weselectedsomegroupsthat

includetenormorepolylines/polygonsandembeddedthewatermarkinto

theselectedgroups.Inthe10maps,they containdifferentnumbersof

polylinesorpolygons,sothesemapsaredividedintodifferentgroupsand

embeddeddifferentwatermarknumbers.SpecificdataasshownTable4.

Intheinvisibilityexperiment,weshowstwoexamplesinFigure17and

Figure18.Figure17(a),(b),(c)andFigure18(a),(b),(c)areoriginal

mapsofpolylineand polygon,respectively.Figure17(d),(e),(f)and

Figure18(d),(e),(f)arewatermarkedmapsofFigure17andFigure18

(a), (b), (c), respectively. In the visually, the original maps and

watermarkedmapsaredifficulttodistinction.

Toevaluatetheinvisibilityoftheimage,audioandvideousingPSNR

(peaksignal-to-noiseratio).PSNR isanengineering term fortheratio

between the maximum possible powerofa signaland the powerof

corrupting noise thataffects thefidelity ofits representation.Because

manysignalshaveaverywidedynamicrange,PSNRisusuallyexpressed

intermsofthelogarithmicdecibelscale[28].ThePSNR isdefinedas

formula(40).

)
)(MAX

(log20]dB[   
,

10
RMSE

V
PSNR

yx
=

(40)

å -= )/)(( 2*
,, totalyxyx NVVRMSE (41)
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 and 
 are vertex of originalmap and watermarked map,

respectively. isallverticesnumbersofGISmap.

Table4:Theembeddingobject,thenumberofwatermarkandPSNR in

eachtestmap.

Type Testmap

The

Num.of

Polyline/

Polygon

The

Num.of

Groups

Message

Repeat

Times

Thelength

of

Watermark

PSNR

[dB]

Polyline

Masan#1 2831 150 3 70 103.67

Masan#2 3563 150 5 105 102.76

Masan#3 3734 300 5 107 100.32

Masan#4 10622 200 5 94 101.28

Masan#5 46911 1000 7 382 121.12

Polygon

Masan#6 10346 260 5 107 128.59

Masan#7 13486 300 5 128 130.27

Masan#8 15260 200 5 135 130.92

Masan#9 8003 300 5 110 129.49

Masan#10 46106 1000 7 434 128.93
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Figure17.(a)Originalpolylinemap;(b)and(c)magnifiedpartsin(a);

(d)watermarkedpolylinemap;(e)and(f)magnifiedpartsin(d).
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Figure18.(a)Originalpolygonmap;(b)and(c)magnifiedpartsin(a),

(d)watermarkedpolygonmap;(e)and(f)magnifiedpartsin(d).



- 36 -

(a) (b)

PSNR: 101.28 dB

(c) (d)

PSNR: 129.49 dB

Figure19.(a)Originalpolylinemap;(b)watermarkedpolylinemap,PSNR

is101.28dB;(c)originalpolygon map;(d)watermarked polygon map,

PSNRis129.49dB.
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Intherobustnessexperiment,weusedtwoeditingtoolsinAutoCAD

Map3D2009softwareandArcview softwareforthewatermarkattacking.

Then we compute BER (biterror rate)for evaluating the detecting

precision.There aremany kindsofattacksthatcan beperformed in

watermarkedGIS data.Theattacksarethatrotationscaling translation

(RST),objectorderscrambling (OOS),swapping,additiverandom noise,

insertanddeletevertex,andcropping.Theexperimentalresultofattacked

compared with the method ofOhbuchi,J.H.Kim and H.J.Chang in

robustness.

Thefollowingisvariousattackstoourwatermarkedmaps.Figure20

showsthatrotatedthewatermarkedmapsofpolylineandpolygon.Figure

21(b)isenlarged2timeswatermarkedpolylinemapandFigure21(d)

showsthatshrunk1/2timeswatermarkedpolygonmap.Figure22and

Figure 23 are translated watermarked polyline and polygon map,

respectively.Even ifthewatermarkedmapwasattackedlikeasabove

condition,thewatermarkcanbeextracted.

Figure 24 is swapped watermarked polyline and polygon map,

respectively. Figure 26 and Figure 27 are cropped about 25% to

watermarkedpolylineandpolygonmapfrom differentdirection.Figure28

showsthatnoiseaddedintowatermarkedpolylinemap.Intheseattacked

case,weshouldextractalargepartofthewatermark.Therobustnessof

algorithm willmeasureusingBER (biterrorrate).Here,theBER isthe

numberofbiterrorsdividedbythetotalnumberofembeddedwatermark.
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(a) (b)

BER: 0%

(c) (d)

BER: 0%

Figure20.(a)Watermarkedpolylinemap;(b)watermarkedpolylinemap

rotatedto120°;(c)watermarkedpolygonmap;(d)watermarkedpolygon

maprotatedto50°.
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  (a) (b)

BER: 0%

(c) (d)

BER: 0%

Figure 21. (a) Watermarked polyline map; (b) enlarged 2 times

watermarkedpolylinemap;(c)watermarkedpolygonmap;(d)shrunk1/2

timeswatermarkedpolygonmap.
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(a)

(b)

BER: 0%

Figure22.(a)Watermarkedpolylinemap;and(b)translatedwatermarked

polylinemap.
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(a)

(b)

BER: 0%

Figure23.(a)Watermarkedpolygonmap;and(b)translatedwatermarked

polygonmap.  
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(a) (b)

(c) (d)

Figure 24.(a) Watermarked polyline map;(b) swapped watermarked

polylinemap;(c)watermarked polygon map;(d)swapped watermarked

polygonmap.
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• oos:object order scrambling                 • ver-del:vertex deletion

• ver-ins:vertex insertion 

Figure25.(a)BERofthedetectedpolylinewatermarkonvariousattacks;

and(b)BERofthedetectedpolygonwatermarkonvariousattacks.
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AsshowninFigure25,theBER ofrotationscalingtranslation(RST)

andobjectorderscrambling(OOS)are0.Becauserotationandtranslation

areonly rotateoverallmap and changespatiallocation,thepolylines’

length/polygons’perimeterhavenotchangedsameasOOS.Sothethree

attacksdon’taffecttheextractedwatermark.Butscalingisdifferentfrom

rotation and translation,itis enlarge/shrink thatchange theirlength/

perimeterofpolylines/polygons for allmap.In this case,firstly,we

calculatetheaveragelength/perimeter′∑′ forallpolyline/polygonin

attackedmap.Atthemoment,wecomparethe  and′,if ′,the

attackedthatisrotationortranslation,if ′≠,theattackedthatis

scaling.Asweknow thescaledrate ′ ,thenwecaneasilyobtain

thelength/perimeterofeachpolyline/polygoninthewatermarkedmap,then

thewatermarkextractingfollow thepart4.2.

Inourexperiment,wecropthe10mapsinto1/2,1/4and1/6from multi

angle.Theresultsofcomparingourschemewithotherthreemethodsis

showninFigure29(a)and(b).

Fortestingrandom noiseattack,weuseGaussiannoisetodisturbthe

dataofwatermarkedmaps.Firstly,werandom generateadecimalnumber

 between 0and 1.Then wecalculatetheprobability of  appearin

Gaussian distribution function .Here,we use standard Gaussian

distribution.Sotheformulaof is:









(42)

Afterthat,weneedgeneratearandom decimalnumber between0and

1.As isintheaverageprobabilitydistributionof0to1,theprobability

of≤  isjust.When ≤ , willbeusedtodisturbthedataof

watermarked map.Assume  is the amplitude ofnoise,we can use

formula(43)togeneratenoise.
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  × ∈ (43)

Thenweuseformula(44)attackvertices.


 ∈

   
(44)

Andthen,werepeatthisprocessingfrom random generating  toattack

vertices.TheprobabilityofnoiseattackwillbeGaussiandistribution.

Innoiseattacks,weaddedrandom noisethathavingtheamplitudesof5

cm to25cm,respectively.TheresultsisshowninFigure29(c)and(d).
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Figure26.(a),(b),(c),(d)croppedabout25% watermarkedpolylinemap

from differentdirection.
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Figure27.(a),(b),(c),(d),(e)croppedabout25% watermarkedpolygon

mapfrom differentdirection.
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Figure28.(a)Watermarkedpolylinemap;(b)and(c)magnifiedpartin

(a);(d)noiseaddedwatermarkedpolylinemap;(e)and(f)magnifiedpart

in(d).
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(a) (b)

    (c) (d)

Figure29.(a)BERofthedetectedpolylinewatermarkoncroppingattacks;

(b)BERofthedetectedpolygonwatermarkoncroppingattacks;

(c)BERofthedetectedpolylinewatermarkonnoiseattacks;

(d)BERofthedetectedpolygonwatermarkonnoiseattacks.
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Ⅵ.Conclusion

In recentyears,due to the developmentofthe digitaland network

techniques,GIS hasbeendevelopedrapidly.Itiswidelyusedinvarious

fieldssuchasutilitiesmanagement,landscapeassessmentandplanning,

marketanalysisandnavigation.SothecopyrightprotectionofGIS data

hasbecomeanincreasingcomplextopic.

Thispaperproposeaninvisibleblindandrobustwatermarkingscheme

forthe copyrightprotection ofGIS vectordigitalmap by using the

polyline/polygongeometriccharacteristics.Inourscheme,wecalculatethe

length/perimeterofallpolylines/polygonsinamapandclusterpolylines/

polygons to some groups with the uniform step oflength/perimeter

dynamic range.Forconsidering safety,we use PRNS encrypting the

originalwatermarkbits.Andthenweembedaencryptedwatermarkbitby

changing the localmean length/perimeter of polylines/polygons of a

suitablegroup.Lastlyweembedthewatermarkmessagemultipletimesin

allthemap.

Ourschemeisawatermarkingmethodthathasgoodinvisible,safety

androbustnessforvectordigitalmap.Forblindwatermarking,wechange

thelengths/perimetersoforiginalpolylines/polygonsonlyinsmallratio,our

watermarked maps have high PSNR had proved this. For safety

watermarking,weusePRNS encryptoriginalwatermarkandsavesome

keystoprotectthewatermarkmessagewhiledonotneedoriginalmapin

theextractingprocessofwatermark.Forrobustnesswatermarking,weuse

a group's polylines/polygons save one watermark bit and employ

multiplicitytime'swatermarkmessagerepeatingmethod.Ourwatermarked

mapsagainstvariousgeometricattackshavegoodperformanceasshow in

experimentalresult.
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