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DRM System for Prevention of Industry

Information Leakage using SSO

Jin Hee Hwang

Department of Computer Engineering, Graduate School,

Pukyong National University

Abstract

The information society, no“Office or at home, the use of the computer
and doesn’t, dependence also. And Digital Fusion by various forms of
communication with the device, the combined new features being in-—
troduced to the devices of this convenience is growing. These con-—
venience and usability features very station in proportion to the growing.
Serious dysfunction of any of the information disclosure, and the data

within the computer or the file’s archive or transport for security was
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an important element. Data stored on your computer, or a file, a critical
national security can be material, the success of the enterprise, compa-—
nies can be influenced by the technology, sales, management, and enter—
prise security materials, and personal security could be material.

Online actively exchange of information that consists of companies ac—
cording to the information disclosure and handset hacking for risk fac-
tors increase quickly. Security risks to compensate for a new paradigm
of development and with the network, system, DB, such as security and
management integration of the technologies being developed, but still the
major corporations in_the business confidential information being leaked
security accident occurs frequently. In order to resolve:this, this thesis,
corporate disclosure, for alook at this for the seriousness, information
disclosure, to protect 'data over a @ single authentication protection
technology. | Through a single authentication server consolidation and
management for data flow well-organized management without a sepa-—
rate authentication proecedures available to the-design. Separate DRM
server was present AD. and+linked update-wtility is a cross between
compatible and reinstall was also facilitates.

Existing DRM solution types of issues and for analysis, information
disclosure, and document security for major policy scans for. This
throughout the confidentiality, integrity, availability, authentication, au-

thorization, provides the service.
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License transfer and transformation techniques applied to the heteroge-—
neous devices, the implementation of the DRM to enable communication
and be, mobile DRM technology development is needed. DRM compati—
bility between other areas due to the user, appliance manufacturing com-
panies, uncomfortable and inefficiencies part should resolve. In addition,
considering the overall content distribution environment, and recognition

for the DRM also should have.
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2.2 Active Directory O| &2 &t

2.2.1 Active Directory 7H'4

Active Directorye= Y@ H e AHE A, Fx, &3t o] ¢
Hol EAdte vdd BReS AT F xRS dFe AH2E 2E
o ESZS d-dd B RARHEAS 1, ASH, ZHH, §8& 22
A AE 2 T AY ) ARE AFEta AMEAe) S8 ZE 1o

o] ARE ALL3l7] Y3t 7% AT vl @ E Active Directory A XA

o

THlolgt= #E ©9E VEA HU WEYAEY AFHES o &l
of FHFAPZAN Eue] Yo R wEA Hrh Z=vide FHE F
FTHES AHEA dFe, sl Al = HolEHeol= (thAl  Active
Directory & ©]-& st Hh

Active Directoryell = AR&ZF AlA,  HAFH AARE ofYd, IF, Al2H
T4 AR, TR EFCU, ZUHY T BEE UEHSI F ghE0 AT
oH6].

Active Directory?] H4 2 AL8A}
(application) & A WEYA HEE AFEA7E 2o o A e &

AEs ANFAsA 225 sh=d gl

=

(1) Active Directory 7HA] 2 E4

7R Al (object)= Active Directory W¢ A&, ZHEE, 18, 8§ T2

il
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J|m
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(attribute)®] o]t}

EA4S "dEaEe A AT ¢ e FAE d¥ste HelHE 7HA
vk & AREAY] 5= A, olE, AR WY F4& Fo] x3E o+
A

(2) Active Directory 2=7]|n7}

Active Directory 2:27]7}H(schema)ol &= Active Directoryell A &¥ 737 H
AR, Z™EE 5 B JRAC] digh Aol Eofdth

7] mtoll = JHAl Sl Z(class) 9t 54 (attribute) o] 2= F7FAl fF@ o] 9
o A Sdae vE 7 de dI9EY ANAE AWed. 72 hA 29
o] golty, EA2 A FHsct BeE JoHr. 7

ARE Gefsto] oA I A Ef oA S F Tk

>

s

p=H
=

oX,
J|m
oX,
rlo
rol

(3) Lightweight Directory Access Protocol(LDAP)

Lightweight Directory Access Protocol(LDAP)< Active DirectoryE
getal dule]Este dl AR StE HEEY AR|E IR EFo|t LDAPY
X2 EF A Active Directory 7WA| 7} Active Directorytioll LDAP ™

W 4RE whE 9ud wikl Fex 2% ugl, di/olgon ¥d

Active Directory®] Z} 7 Aol = alsro] & (distinguished names)©] )t}

L

At olF2 WAE = =l JhAle] Al FEE AT dRby
ALy o] 59 o the i 2

CN=]Jin Hee Hwang, OU=myunit, DC=A, DC=com

R el A a1 o] E(relative distinguished names : RDN)& 714 ¢ &
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Aol o2 dRolt} o)A oA B "Jin Hee Hwang” AF&AF 7 A9

RDN-2 CN=Jin Hee Hwang©|3., X% 7lA¢] RDN< OU=myinit ©]t}.

2.2.2 Active Directory =2[& F=

(1) =7l
Tl (domain)E 27 W2 sl =gAde Bz A A
A Ads e Ao U R UEQA &

T3t Active DirectoryE 74 4 Utk B, 2ol digh HAMx
i

o
1o
o
o
v
o
o
r—o
o

B ARERRE Er]l @92 Aod 4 glon ©d we] AAE

sto] WE A2 FRE gk

Z 4 9 (organizational units : OU)= =8l WA AAE 74T o
Abgske ZElelY JHAIH OUCl= AHSAF A, L, Z5FE, Z9H, o
2 OU MAZE 238 55 9k 2eal OUs #3 Aol 9 B 2§ 24
(group policy)e] A& ©&9|7k #t}.

(3) =M EY

wrlel 98 PYSE PR Erln 44 Edel At FuF A
of EPj2EVL AFOR WEAL EY o] RE o5 $YF A
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of EY2EE T 7} =l e MEHA AdES AR o 7T F

g 2~E FE EdRle] AEEHY wEddAH Z=24 7ld=238 #E st
EHQ AEEZYE S2¥ 7122 I(Global Catalog) AW ekl skt

19 494 E Active Directory o] =% Fxol EH ol =% &9 Eg,

Z22E0 3] # Ho] F=-T1g o)},
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19 4. Active Directory®] =% 72 ( &=A:(7] )

2.2.3 Active Directory =2l& F=

Active Directoryoll Al =814 F+Zx+= =84 T Z(physical structure)<t
G438 FEEY. =8 A FE2E AHEele HES A gA2E FAAS, B

A TE2E AHEse] vEfE BEdES FAstar #Ed T Active

.

A

Directoryol A+ %H 2 ZE =2 (domain controllers)®} Afo] E(site)E &3l

a9 5%k o] YA F2E FAA T
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19 5. Active Directory®] =24 +x ( &3]:[7] )

(1) =7l HEEH

=l HAEE7(domain controller)?, tHEe EAE A4t FHFH
ot =wWQl PEEY+= w3 HHEe] AKro w4 f&s sty WA
&S 22 =dde e e Evd FAEEHE AT =Hd FE
2= HIED HolgE AR, ALSA B2 ZEASE st

Alo] E+= Active Directoryell A =+ 3ol JHA]e] e}t Active Directory
MW e E3sts HEANZ WY &84 IAE Zeh 10Mbps ©]79
L2 dZ49 sty HMEYAE AllER Aottt sty wQlo] of
g ZE 42 JEHT Fx2& x3dsta S u AMEA 2O T2 Y

wulel AEEYe BAE avow T4 964 Agan
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23 HolHHES7[=

2.3.1 DRM(Digital Rights Management) A 2|

A Bogowd FAALS] Ag B o]9S Aest= 7]wolth. DRMo H
7F getg 2 g Ystr) = v &S Commerce DRM(TUAY AR=&
FHAow 74 BE) Ssizhd AMEAE HAlY AR S o] 8 Tt A &
Astd, A2dE HE 9 SALA = Y. Enterprise DRM(&EAH < 7]

el EAR] ga BEs s A97d BA gd mE, A7k

AL

ARERE R, ARbE A eFE AFEAFY] S A, AFEANE Adte] mE A E
o &g Fow FEITE 4 drt. ¥ 3= Commerce DRMI} Enterprise

DRM Y] & EFACH13]
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(1) ¢33} 7]+ (Cryptography)

fol
ot
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it}
:E
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il
oX,
o
O]N
2
_VE
L
U
@
o
olN
_>|:
N
=
lo
2

G} A ARE GEH FndF AN FAYSES 7] Dol
we gogon pReel 448 FE Ak 45 A8 AgHE )
dolel 7ht grEsE Auzel RIS FAAIA HW, 49 5
F gna s ASss- AT WEE Hus) Aun EA nEos

g Ao Tzl e rd £ Ut dugeudFe

2 F o= AES(Advanced Encryption Standard)& izl 5] ©o] A&

T Y E 62 H53 g EFE HE 253 s A el 9l
THE]
aF 6.3 o 3P| NEREET % o oSl A
21 RS
1= = U}
= OAgd 'l = o] Al A EWNHYA
DES, 3-DES. | DES. 3-DES,
718 A SSL
AES-128 AES-128
o RSA with | RSA with MD5/ | RSA with MD5/
e MD5/SHA-1 SHA-1 SHA-1
o1z PKI DH, PKI
e RSA with MD5/
SHA-1
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. 7] #¥ 71<(Key Management)

AHow DRME 57514 e ASARRE OA9Au=E nEsl

ﬂl

A AR=E FESS, HbE A4 BESHE AF YnE A
FomH Az BE} ool Atk AWx FEIE FAAR
G5 A7 E FAA ol T, o] e FEF BhAAE ol T

Yot A Adlze] o] gl A Y, Al=S st uf ARSHET

weEbA 2 7lse] 7hE A dmst HAZI(CEK) Ol o= ¢hidol Fr
H AdEoll A e wjxEEofof stk CEKS #E|y2lo] whebr], Fdo] 7]

Ay A== w2 o] KMS(Key Management Server)d} 7=
DRM Packaging*loll A}-& %= Secure Container W4-ol A &3t FA2
Envelope W] o] &4k}

(3) DRM #1714 X" (Secure- Container)

DRM# 7|42 DCY &S sl DCE d&steta WEldojHE F7ts)
o hite] AAA AR A P (Secure Container) = T-4dsh= 7]% o] Th
Adlze] 7142 Hul=r 529 = A" CEKE o]l &3sfo] ¢sstsim,

3@ Secure, Containers A=A g0 24 {3H & dd=xo Fd

o,

HAdAddze] 7238 kasted Hel=o wedoly, #%5 ¥
HEo] hbe] Secure Containerdtd 2 4 %™ Secure Container®] 3
e oled Fx2A AEEC AY 2 F e AAH ARFAE AT
t}. Secure Container®] o Z+%= MPEG-21914 7Rvtsla 1= DID(Digital
Item Declaration)®} FF(File Format)), OMA DRM<] DCF(Digital Content

Format)s°] wtstA A8t glov, &83td DRM #1522 7fEdAd



OAdAdd = AdEAAE gAgd il =] 22U AHS JhestA st

e DC #e] % 7FX A& (value chain)ell Al DCe R gko] 4]

i

A o] FAAA k= Zlwolth Hlw &R Y 3] (Association of American
Publisher)oll A1 7§13+ DOI(Digital Object Identifier)7} dow, = £
URI(Uniform Resource Identifier), 183 3st=A BAL3]ZE QA 73t
UCI(Universal Content Identifier)s o] $1T}.

(5) WEeldl o] ¥ (Metadata)

et ol B = HAEdd e ek AEAR, HEAHR, 223 SHHE
g R¥ste VeE, yAEAdxe AL e R L3 A &

A= o] &2 284S 7=t dA7A wEHH olH

(Condition)& xdstth, yAd el =o st A& @g= AFES v =Y~

7o wat 3ol gt 2 F gdEd, ol g T3S Yo TAHE=
7ol Q8. 8ol HANE x4l 7+ MPEG-21 REL¥
OMA<®] ODRL%°] 9t}

(7) A% A7) & (Right Enforcement)
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o ]

Application

rewriting 2

OS add-on
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(8) ®1y¥ & Hkx] 7)< (Tamper Resistance)
AFgEE MY o9 o s reH o sk 7]&<l DRMol i)
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A FEst 9 U AFd A9z H A8 DRM

(9) AFg-=}/t]rlo] 29135 7] & (Authentication)
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(10) =<l A3 7]% (Domain Rights Management)
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t}. Web DRM
goz AF

HTML ¥ ol A& ¢tz 3 af
H

q Bl
. TR .0

G FT

a9 8 PC DRM A|2=#®l % (EA:[15])

gt ¥ H0IX) 0} A}
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# Holx
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Z}. File Server DRM
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719 10. File Server Al2~®l % (3 #]:[15])

7. PRINT DRM

A 29 284 JngBaan, B e 59 58 gue rae
Aevhy Aag ol gskd A8 ek Aol FAE Ashe g0
2 Z29E9 HY & Zhsiettt. a4 (112 PRINT DRM A 2§ +2&

719 11. PRINT DRM A|2=®l 2 (&4:[15])
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A, DRM| B Alz~wloe] Aesl gl $357
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